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Approval Statement

Policy Title: Anti-Fraud Policy
Policy Code: PY50005005
Approval Date: December 10, 2024

Statement of Approval:

The Board of Directors of Peace by Youth (PY) formally approves the adoption and
implementation of the Anti-Fraud Policy. This policy has been reviewed and endorsed as a
fundamental framework to safeguard PY's assets, integrity, and reputation by preventing,
detecting, and addressing any fraudulent activities.

The Anti-Fraud Policy reflects PY's commitment to fostering a culture of transparency,
accountability, and ethical conduct. It outlines clear definitions, preventive measures, reporting
mechanisms, and investigative procedures to ensure that all instances of fraud are effectively
managed. This policy supports PY's mission of empowering youth, fostering peace, and
promoting sustainable development by maintaining the trust and confidence of its
stakeholders.

Implementation and Review:

This policy will be communicated to all relevant stakeholders and enforced across PY's
operations. It will undergo periodic reviews and updates to address emerging risks, regulatory
changes, and best practices in fraud prevention and management.

Signatures:

Chairperson, Board of Directors

Name: Nisar Ahmed
Signature: 3
Date: December 10, 2024.

Secretary, Board of Directors
Name: Hina Jamil
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1. INTRODUCTION

COMMITMENT TO INTEGRITY AND TRANSPARENCY

Peace by Youth (PY) firmly commits to the highest standards of integrity, transparency, and
ethical conduct in all aspects of its operations. As an organization dedicated to social and
humanitarian causes, PY recognizes that its mission depends on maintaining the trust and
confidence of stakeholders, including program participants, donors, partners, and the broader
community. Upholding a strong anti-fraud stance is integral to this commitment. By embedding
a culture of honesty and accountability, PY aims to reinforce its reputation as a credible and
trustworthy organization dedicated to public service and positive impact.

Fraud and corruption pose serious threats to the efficacy of non-profit work. These risks
undermine not only the financial stability of the organization but also the overall impact of its
programs, diverting resources from those in need. PY acknowledges that any instance of fraud
or corrupt practices not only tarnishes its image but has direct, adverse implications for the
people it seeks to serve. Therefore, PY's anti-fraud policy is designed to safeguard the
organization's resources and reputation, ensuring its operations remain aligned with ethical
standards and global best practices.

PY's commitment to integrity is further exemplified through the implementation of robust internal
controls, effective training programs, and a structured reporting and investigative system. The
organization is dedicated to fostering an environment where every employee, volunteer, partner,
and contractor feels responsible for preventing and detecting fraud, thereby reinforcing a
collective dedication to maintaining transparency and ethical conduct.

POLICY OBJECTIVES

The objectives of PY's Anti-Fraud Policy are clear and focused, aligning with the organization's
values and international best practices. The policy aims to establish a comprehensive approach
to preventing, identifying, reporting, and addressing fraudulent activities. Specific objectives
include:

1. Zero-Tolerance Approach to Fraud and Corruption: PY unequivocally states its zero-
tolerance stance on any form of fraud or corruption. This encompasses all acts of
dishonesty, whether financial or non-financial, including bribery, theft, embezzlement,
misrepresentation, and other fraudulent practices. The organization's unwavering
position ensures that any identified instances of fraud will be met with appropriate and
decisive action. This includes investigations, disciplinary actions, recovery efforts, and,
when warranted, referral to law enforcement authorities. By establishing and
communicating this zero-tolerance approach, PY aims to dissuade any potential
misconduct and promote a culture of compliance and accountability.

2. Adherence to International Standards: PY's Anti-Fraud Policy aligns with leading global
standards and frameworks established by international bodies such as the United
Nations (UN), World Bank, and other relevant international organizations. This alignment
emphasizes PY's commitment to adhering to best practices in anti-corruption measures
as outlined in instruments such as the United Nations Convention against Corruption
(UNCAC) and the International Standards for the Professional Practice of Internal
Auditing. This adherence ensures that PY's operations are conducted ethically and in
compliance with the highest standards of integrity.

The policy also seeks to align PY's practices with various international donors' anti-fraud
requirements, recognizing that donor confidence is essential to the sustainability and growth of
the organization's programs. Compliance with donor-specific anti-fraud measures, such as the
regulations of USAID, Irish Aid, and the European Union's anti-fraud frameworks (e.g., OLAF), is
paramount to PY's operations. These measures help assure stakeholders that PY manages their
funds responsibly and in full compliance with international anti-fraud expectations.

3. Fostering an Ethical Culture: The policy promotes a proactive culture of ethics and
integrity where all employees are encouraged to adopt best practices for fraud prevention
and detection. By emphasizing this culture, PY aims to embed a mindset of vigilance and
shared responsibility across all levels of the organization. This collective effort ensures
that fraud and corruption are not only addressed when detected but are actively prevented
through awareness and training programs.



4.

Strengthening Governance and Oversight: Effective oversight is crucial for maintaining a
fraud-free environment. PY commits to enhancing its governance structures to ensure
that checks and balances are in place to deter fraudulent activities. The policy outlines
the roles and responsibilities of senior management, the board of directors, and the audit
committee in implementing, reviewing, and updating anti-fraud measures. This approach
aligns with the OECD Principles of Corporate Governance, ensuring that PY's oversight
mechanisms meet international expectations for transparency and accountability.

SCOPE AND APPLICABILITY

The scope of PY's Anti-Fraud Policy is comprehensive, covering all individuals and entities
associated with the organization. It is crucial that the policy applies uniformly to everyone
involved with PY to ensure consistent adherence to the standards it establishes. The scope and
applicability are outlined as follows:

1.

Employees: All PY employees, regardless of their role or level within the organization, are
subject to this policy. From senior management to support staff, each individual has a
responsibility to uphold the anti-fraud measures detailed within this framework.
Employees are required to act in a manner that is consistent with PY's values and to
report any suspicions of fraudulent activity. This collective responsibility ensures that
fraud prevention is embedded in PY's culture and daily operations.

Volunteers and Interns: Volunteers and interns play a significant role in supporting PY's
mission and are, therefore, also bound by this policy. They receive training to recognize
potential signs of fraud and understand the appropriate channels to report concerns.
Their inclusion in the policy framework ensures that PY's anti-fraud measures are
universally understood and applied throughout the organization.

Contractors and Consultants: Contractors and consultants working with PY must adhere
to the anti-fraud policy as a condition of their contract. The policy stipulates that any
contract or agreement with third parties includes anti-fraud clauses that mandate
compliance with PY's ethical standards. This extends to the requirement for contractors
and consultants to report any suspected fraudulent activity and to cooperate fully with
any investigations or audits. By setting this requirement, PY ensures that external
partners share its commitment to integrity and transparency.

Partners and Partner Organizations: PY's partnerships with other organizations, whether
local or international, are essential to the success of its programs. Therefore, all partner
organizations are required to comply with PY's anti-fraud policy as part of any
partnership agreement. This includes acknowledging and upholding the principles of the
policy, facilitating the prevention and detection of fraud, and reporting any instances of
suspected fraud in their operations involving PY resources. These partnerships are based
on mutual trust, and adherence to anti-fraud measures is a key component of maintaining
that trust.

Board of Directors and Audit Committee: The policy also applies to the board of directors
and members of the audit committee. Their role is pivotal in setting the tone at the top
and ensuring that the organization's anti-fraud efforts are supported at the highest levels.
The board and audit committee are responsible for overseeing the implementation of the
policy, reviewing its effectiveness, and making recommendations for continuous
improvement. Their active involvement underscores the importance of leadership
commitment to ethical conduct and fraud prevention.

Donors and External Stakeholders: While the policy is primarily directed at internal
stakeholders, it also considers the interests of external stakeholders such as donors and
program beneficiaries. PY's commitment to transparency and accountability reassures
donors that their contributions are managed responsibly and in accordance with
international standards. Furthermore, PY acknowledges that donor funding often comes
with specific anti-fraud requirements that must be met to maintain eligibility for
continued support.

Application Across Geographical Areas: PY operates in diverse geographical areas, each
with its own set of challenges and risks. The anti-fraud policy is designed to be adaptable
to these varying environments while maintaining consistency in standards. The policy
outlines specific measures for implementation in different locations to account for local
legal, cultural, and operational factors, while still adhering to the overarching international
guidelines.



IMPLEMENTATION OF THE POLICY

PY is committed to the successful implementation of this policy through comprehensive
measures that ensure its effectiveness. This involves the distribution of the policy to all
employees and relevant stakeholders, making it accessible through PY's internal systems and
communication channels. Training sessions will be conducted regularly to ensure that
employees understand their responsibilities under the policy and are equipped to recognize and
respond to potential fraud risks.

The policy is embedded in the fabric of PY's operations through continuous reinforcement and
regular updates. Management will play a key role in fostering an ethical workplace environment
where discussions about fraud prevention are encouraged, and employees feel comfortable
reporting their concerns. This proactive approach is designed to integrate anti-fraud measures
into PY's organizational culture and daily operations.

MONITORING AND REVIEW

A policy without effective monitoring and review mechanisms can lose its impact over time. PY's
commitment to transparency extends to the regular review of the anti-fraud policy to ensure its
continued relevance and effectiveness. The policy will be reviewed by the Audit and Risk
Committee every three years, or more frequently if significant changes occur in international best
practices or local regulations. These reviews will consider lessons learned from any past
incidents, feedback from stakeholders, and changes in the operational landscape.

The policy review process will involve consultations with key stakeholders, including employees,
partners, and external auditors, to identify any gaps or improvements needed. By periodically
assessing the policy's effectiveness and making necessary adjustments, PY demonstrates its
ongoing commitment to safeguarding its operations against fraud and corruption.

FINAL NOTES

The introduction section of PY's Anti-Fraud Policy serves as the cornerstone for building an
organization-wide commitment to integrity and ethical conduct. By establishing clear
expectations, defining responsibilities, and outlining comprehensive procedures for fraud
prevention and detection, PY affirms its position as a leader in ethical and transparent operations.
This policy is not just a document but a reflection of PY's values and its unwavering dedication
to its mission of serving communities with honesty and accountability.



2. DEFINITIONS

FRAUD

Fraud encompasses a wide range of wrongful or criminal activities committed with the intent to
gain an unfair or dishonest advantage, either for personal gain or to cause loss to another party.
PY recognizes that defining fraudulent activities with clarity is essential for creating awareness
and preventing such conduct within the organization. For PY, fraud is defined as any act or
omission designed to deceive others, resulting in financial or reputational damage to PY or its
stakeholders. The following are detailed examples of what constitutes fraud:

1. Misrepresentation:

o Misrepresentation refers to knowingly providing false or misleading information
to secure an unlawful gain or to mislead stakeholders. This can occur in financial
reporting, performance reporting, or during communications with donors,
regulatory bodies, or program beneficiaries. Misrepresentation undermines trust
and can lead to significant reputational damage and financial loss for PY.

o Example: Falsifying program results to make them appear more successful than
they actually are in order to secure future funding or donor confidence.

2. Embezzlement:

o Embezzlement is the act of wrongfully taking or appropriating funds or property
entrusted to one's care for personal use. This includes the unauthorized diversion
of PY's funds or donor contributions for personal gain.

o Example: A staff member siphoning off project funds into a personal account
under false pretenses, such as creating fake invoices or reporting inflated
expenses.

3. Theft:

o Theft involves the unlawful taking of PY's property or assets without permission
with the intent to deprive the organization of them permanently. Theft can range
from physical property (e.g., equipment and supplies) to financial resources.

o Example: Stealing office equipment or diverting project materials for personal use.

4. Falsification of Documents:

o This occurs when someone alters or fabricates records or documents to deceive
and gain an advantage. Falsification can include manipulating financial
statements, modifying contracts, or altering official records to support fraudulent
activities.

o Example: Changing the figures on expense reports or receipts to claim
reimbursement for non-existent or inflated expenses.

5. Unauthorized Use of Assets:

o Unauthorized use refers to the use of PY's assets or resources for personal
benefit or other non-official purposes without appropriate permission. This
includes the use of vehicles, funds, or equipment for personal projects or gain.

o Example: Using organizational vehicles for personal travel without authorization
or tapping into PY's funds for non-official, personal activities.

CORRUPTION AND RELATED ACTS

Corruption is defined as the abuse of entrusted power for private gain. It is a significant threat to
the ethical foundation of any organization and poses serious challenges to the success of PY's
programs. Corruption can take many forms, including bribery, extortion, abuse of power, and
procurement fraud. Below, PY outlines the primary forms of corruption and related acts it
prohibits:
1. Bribery:
o Bribery involves offering, giving, receiving, or soliciting something of value to
influence the actions or decisions of another party in the conduct of their duties.
PY strictly forbids any form of bribery, whether involving public officials, partners,
or internal staff.
o Example: Providing gifts, money, or favors to government officials to secure
favorable project approvals or expedite regulatory processes.
2. Extortion:
o Extortion is the act of obtaining money, goods, or services from someone through
coercion or threats. PY recognizes that extortion undermines the principles of
fairness and trust, violating the organization's ethical guidelines.



o

Example: A staff member threatening to disclose damaging information unless
payment or benefits are received.

3. Abuse of Power:

o

o

Abuse of power occurs when individuals use their positions within PY to gain
undue advantage, whether for themselves, family members, or acquaintances.
This abuse erodes trust within the organization and disrupts the integrity of
operations.

Example: A senior employee leveraging their position to secure a job for a family
member without following due process.

4. Facilitation Payments:

o

@)

Facilitation payments refer to small, unofficial payments made to secure or
expedite the performance of a routine action to which the payer is already entitled.
While these payments may be common in certain contexts, PY maintains that
such actions compromise its integrity and conflict with international anti-
corruption standards.

Example: Paying a minor fee to a local official to hasten the approval of project
documentation.

5. Procurement Fraud:

o

o

Procurement fraud involves any fraudulent activity conducted during the
procurement process. This can include bid rigging, kickbacks, or falsifying
supplier qualifications to ensure contracts are awarded based on personal
interests rather than merit.

Example: An employee colluding with a vendor to ensure that the vendor wins a
contract in exchange for a commission or a share of the profits.

6. Nepotism and Favoritism:
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Nepotism and favoritism occur when an employee shows partiality to family
members or friends, violating the principle of impartial decision-making. PY
considers this form of corruption detrimental to fair hiring and operational
practices.

Example: Granting contracts to a family-owned company without a transparent
bidding process.

CONFLICT OF INTEREST

A conflict of interest arises when an individual's personal interests or relationships conflict, or
have the potential to conflict, with the best interests of PY. Such conflicts can compromise an
individual's objectivity and integrity, leading to decisions that benefit the individual rather than
the organization or its stakeholders. PY recognizes that conflicts of interest, whether real or
perceived, must be managed proactively to prevent them from influencing the organization's

operations.

1. Definition and Examples:

o

o

A conflict of interest may occur when an individual stands to gain personally or
financially from a decision or action taken on behalf of PY. This gain could be
direct, such as a financial benefit, or indirect, such as favoring a business owned
by a friend or relative.

Example 1: An employee participating in the evaluation and selection process for
a vendor contract while having a personal relationship with one of the bidders.
Example 2: A member of PY's management investing in a company that may
benefit from a strategic partnership with PY.

2. Perceived vs. Actual Conflicts:

o

PY understands that conflicts of interest can be actual or perceived. An actual
conflict exists when personal interests directly influence professional decisions,
while a perceived conflict may not have a tangible impact but can create doubt
about the individual's integrity.

Example: A staff member who does not have a direct financial interest in a vendor
but whose spouse works for that vendor could create a perception of bias in
decision-making.

3. Disclosure and Management:

o

To maintain trust and transparency, PY requires all employees, contractors, and
partners to disclose any potential conflicts of interest. The disclosure should be
made as soon as the individual becomes aware of the potential conflict.



Management will review the situation to determine the appropriate course of
action, which may include recusal from decision-making processes or other
measures to mitigate risk.

o Example: An employee must disclose if they are asked to oversee a project where
a close relative is a project participant, allowing management to evaluate and
manage the conflict appropriately.

4. Procedures for Avoiding Conflicts:

o PY promotes a proactive approach to prevent conflicts of interest through
comprehensive policies, training, and awareness programs. Employees and
partners are encouraged to seek guidance if they are uncertain about a potential
conflict.

o [Example: Regular training sessions are conducted to help staff recognize
situations that may lead to conflicts and understand how to report them
effectively.

IMPACT OF FRAUD, CORRUPTION, AND CONFLICTS OF
INTEREST

Fraud, corruption, and conflicts of interest, whether real or perceived, have a profound impact on
the integrity, reputation, and financial stability of PY. The consequences can extend beyond
financial loss, affecting donor trust, stakeholder confidence, and the ability to achieve
organizational goals. PY's policy underscores that addressing these challenges is not just a legal
or procedural requirement but an ethical imperative that aligns with the organization's mission
and values.

Consequences of Unchecked Fraud and Corruption:

1. Financial Loss: Misappropriation or unauthorized use of PY's funds can divert resources
away from essential programs and beneficiaries, impacting the organization's capacity
to fulfill its mission.

2. Reputational Damage: Any incident of fraud or corruption can severely damage PY's
reputation, leading to reduced donor confidence, challenges in securing future funding,
and potential withdrawal of support from stakeholders.

3. Operational Disruption: Fraud and corruption can create significant disruptions to PY's
projects and programs, delaying timelines and increasing costs.

4. Legal and Regulatory Ramifications: Engaging in fraudulent or corrupt practices, or failing
to manage conflicts of interest, can result in legal action, fines, and sanctions from
regulatory bodies and donors.

COMMITMENT TO A FRAUD-FREE AND ETHICAL ENVIRONMENT

PY's definition and examples of fraud, corruption, and conflicts of interest form the foundation
for implementing an environment that prioritizes ethical behavior and integrity. The organization
emphasizes the importance of every employee and partner recognizing, preventing, and reporting
any suspicious activities. This commitment is reinforced through continuous education, a
transparent disclosure system, and an unwavering dedication to addressing issues promptly and
effectively.

The definitions set forth in this policy are designed not only to outline prohibited behavior but to
foster an organizational culture that understands the significance of ethics and compliance. PY's
proactive approach ensures that everyone, from senior management to field staff, is equipped
with the knowledge and tools to identify potential risks and take immediate action.



3. POLICY STATEMENT

ZERO-TOLERANCE DECLARATION

Peace by Youth (PY) unequivocally commits to a zero-tolerance approach toward fraud and
corruption in all its forms. This commitment is rooted in PY's fundamental values of integrity,
transparency, and accountability, which are essential for maintaining the trust of stakeholders,
including donors, partners, program participants, and the broader public. PY recognizes that any
form of fraudulent or corrupt behavior poses a significant threat to its mission, reputation, and
the well-being of those it seeks to serve.

Fraud and Corruption Are Unacceptable in Any Form: PY's zero-tolerance declaration means that
any actions involving fraud, corruption, or related unethical conduct are not permitted under any
circumstances. The organization is committed to taking all necessary measures to prevent such
activities, including implementing comprehensive internal controls, fostering an ethical culture,
and ensuring that all employees and stakeholders are aware of the consequences of engaging in
fraudulent or corrupt practices.

This policy applies universally to all individuals involved in PY's operations, including employees,
volunteers, contractors, consultants, and partner organizations. By setting this high standard, PY
underscores its dedication to preventing any behavior that could undermine the organization's
integrity or compromise its ability to fulfill its mission.

Examples of Zero-Tolerance in Practice:
1. Immediate Response and Investigation:

o When a suspicion or allegation of fraud is raised, PY will act promptly to
investigate the matter, following its established investigative protocols. This
includes assigning an independent team to evaluate the situation, collect
evidence, and report findings transparently.

2. Consequences of Fraudulent Actions:

o PY's policy makes it clear that any individual found guilty of fraudulent or corrupt
actions will face disciplinary measures, which may include termination of
employment or contracts, legal action, and referral to appropriate authorities for
prosecution. These consequences are outlined to deter potential fraudulent
activity and demonstrate that violations will not be tolerated.

3. Whistleblower Protection:

o The zero-tolerance policy is reinforced by strong protections for whistleblowers.
PY guarantees that any employee or partner who reports fraudulent or corrupt
behavior in good faith will be protected from retaliation or victimization. This
safeguard is essential for encouraging individuals to come forward and report
misconduct without fear.

Reaffirming Integrity Across Operations: The zero-tolerance approach is not merely a reactive
measure; it is an integral part of PY's proactive strategy to embed ethical conduct across all its
activities. This policy is designed to ensure that from the highest levels of management to entry-
level positions, everyone understands that fraud and corruption are fundamentally incompatible
with PY's values and objectives.

Commitment to Continual Reinforcement: PY's leadership is committed to consistently
reinforcing the zero-tolerance stance through regular training, updates to policies, and open
communication. This ensures that all team members and stakeholders remain aware of the
standards expected of them and the implications of engaging in fraudulent behavior. Regular
workshops and training sessions will be conducted to emphasize PY's zero-tolerance policy and
provide real-life case studies to illustrate the organization's unwavering response to such issues.

ALIGNMENT WITH INTERNATIONAL STANDARDS

PY's Anti-Fraud Policy aligns with globally recognized anti-corruption frameworks to reinforce
its commitment to operating ethically and transparently. By adhering to international standards
such as the United Nations Convention against Corruption (UNCAC) and other established anti-
fraud principles, PY ensures that its operations meet the highest levels of accountability and
integrity.



Adherence to the UN Convention against Corruption (UNCAC): The UNCAC is the only legally
binding universal anti-corruption instrument and sets a comprehensive benchmark for
preventing and combating corruption worldwide. PY's alignment with the UNCAC demonstrates
its dedication to following best practices in the prevention, detection, and eradication of
corruption. The convention outlines preventive measures, criminalization of corrupt acts,
international cooperation, and asset recovery protocols—all of which are integrated into PY's
policy framework.

Key Areas of UNCAC Alignment:
1. Preventive Measures:

o PY incorporates strong preventive mechanisms, such as internal controls,
transparent procurement procedures, and regular audits, to mitigate the risk of
fraud and corruption. The organization strives to create an environment where
opportunities for fraud are minimized through diligent oversight and risk
management strategies.

o [Example: PY requires due diligence checks on all contractors and partners to
ensure they adhere to anti-corruption standards before entering into agreements.

2. Criminalization and Law Enforcement:

o In accordance with UNCAC, PY is committed to taking decisive action when
fraudulent or corrupt practices are detected. This includes reporting such acts to
the relevant authorities and cooperating fully with law enforcement agencies to
ensure justice is served.

o Example: If a significant act of corruption involving external parties is uncovered,
PY will refer the matter to law enforcement and relevant regulatory bodies,
aligning with the UNCAC's emphasis on cooperation and legal action.

3. International Cooperation:

o PY operates with the understanding that combating corruption and fraud requires
collaborative efforts. The organization is prepared to work with international
partners, donors, and global institutions to ensure that anti-fraud measures are
comprehensive and effective across borders.

o [Example: PY aligns with international partners' reporting standards, such as
those of USAID and EU funding requirements, to maintain consistency and
transparency in operations.

4. Asset Recovery:

o PY supports efforts to recover assets lost through fraudulent activities, consistent
with the UNCAC's asset recovery provisions. The organization's policy outlines
specific steps for tracing and reclaiming misappropriated resources, ensuring
that any recovered assets are redirected to their intended purpose—serving PY's
beneficiaries.

o Example: Implementing processes to recover funds misappropriated through
embezzlement by a former employee or partner.

Compliance with Other International Frameworks: PY's Anti-Fraud Policy is not limited to UNCAC
alignment but also integrates elements from other major international standards, such as the
OECD Anti-Bribery Convention, the World Bank Group Integrity Compliance Guidelines, and
specific donor anti-fraud regulations. This comprehensive approach ensures that PY is
consistently aligned with the most rigorous anti-fraud practices, regardless of the context or
geographical location of its operations.

1. OECD Anti-Bribery Convention: The OECD Anti-Bribery Convention is an essential framework
that criminalizes bribery of foreign public officials in international business transactions. PY
applies these principles by strictly prohibiting any form of bribery, whether involving government
officials, private-sector stakeholders, or internal staff.
o Example: PY's policy requires that any gifts or hospitality offered to or received from
stakeholders must be reported and approved to prevent any perception of bribery or
improper influence.

2. World Bank Group Integrity Compliance Guidelines: PY's policy framework aligns with the
World Bank Group's guidelines on maintaining integrity in operations and preventing fraud and



corruption. This includes due diligence measures, conflict of interest management, and the
enforcement of anti-fraud clauses in contracts with third parties.
o Example: Contracts with suppliers and partners include specific anti-corruption clauses,
and regular checks are performed to ensure compliance with these standards.

3. Donor-Specific Compliance: Many of PY's donors, such as USAID, the European Union, and
Irish Aid, have stringent anti-fraud and anti-corruption requirements. PY is committed to
adhering to these guidelines by ensuring prompt reporting of suspected fraud, maintaining
transparent financial practices, and implementing strong monitoring and evaluation frameworks
to detect and prevent fraud.
e Example: PY's internal audit team is tasked with preparing and submitting fraud
notification reports to donors as required, ensuring that any instance of suspected fraud
is addressed promptly and transparently.

ENSURING POLICY IMPLEMENTATION AND REINFORCEMENT

To maintain adherence to international standards and reinforce its zero-tolerance approach, PY
takes the following measures:
1. Comprehensive Training Programs:

o PY conducts mandatory training programs that educate employees, volunteers,
and partners about the organization's anti-fraud policies and their alignment with
international standards. These training sessions emphasize the importance of
integrity and provide tools for identifying and reporting fraudulent behavior.

o Example: Annual workshops include case studies and simulations to help
employees recognize early signs of fraud and understand the reporting process.

2. Internal Controls and Audits:

o Strong internal controls are at the core of PY's approach to preventing fraud and
ensuring compliance with international standards. This includes periodic audits
conducted by the internal audit team and independent external auditors, which
help identify vulnerabilities and strengthen PY's anti-fraud measures.

o Example: Regular risk assessments are conducted to evaluate the effectiveness
of internal controls and identify potential improvements.

3. Whistleblower Protection and Reporting Channels:

o PY provides safe and confidential reporting mechanisms to encourage employees
and partners to report any suspected fraudulent or corrupt activities. The
organization upholds the protection of whistleblowers, ensuring that individuals
who report concerns in good faith are shielded from retaliation or discrimination.

o Example: A confidential whistleblower hotline and an email address are available
for reporting suspicions anonymously if desired.

4. Transparency in Operations:

o PY commits to transparency in all its dealings, which includes publishing annual
reports that detail financial performance, audit findings, and any measures taken
to prevent and address fraud. This transparency strengthens the organization's
credibility and demonstrates accountability to stakeholders.

o Example: Reports to donors include information about how funds have been
utilized and any instances of fraud or corruption that were identified and resolved.

COMMITMENT TO CONTINUOUS IMPROVEMENT

PY recognizes that fraud prevention is an evolving process that requires continuous
improvement. The organization is committed to regularly reviewing and updating its anti-fraud
policy to incorporate new insights, emerging best practices, and lessons learned from past
incidents. This commitment ensures that PY remains at the forefront of ethical conduct and
maintains its alignment with international standards.

Feedback and Learning: PY values feedback from internal and external stakeholders and uses
this input to strengthen its anti-fraud measures. Lessons learned from internal audits,
investigations, and industry developments are integrated into the policy to enhance its
effectiveness.



Example: After conducting an investigation, PY's audit committee may recommend new
measures, such as the use of advanced technology for detecting financial anomalies or refining
training modules based on recent fraud cases within the sector.

PY's policy statement reaffirms its zero-tolerance approach to fraud and corruption and its
commitment to aligning with international standards, such as the UNCAC and other leading
frameworks. Through comprehensive preventive measures, strong internal controls, transparent
operations, and continuous improvement, PY ensures that its anti-fraud policy not only meets
but exceeds global expectations for ethical conduct.

This policy statement serves as a testament to PY's unwavering dedication to maintaining trust,
fostering transparency, and upholding integrity in all its operations, thereby creating a robust
framework for preventing and combating fraud and corruption.



4. RESPONSIBILITIES AND OBLIGATIONS

EMPLOYEE RESPONSIBILITIES

The success of PY's Anti-Fraud Policy depends on the active participation and commitment of
all employees. Fraud prevention is not solely the responsibility of management or specialized
departments; it requires the vigilant effort of every individual within the organization. Employees
are the first line of defense in preventing, detecting, and reporting fraudulent behavior. This
section outlines the specific responsibilities and obligations of employees in maintaining an anti-
fraud culture within PY.

Duty to Prevent, Detect, and Report Fraud:
1. Vigilance and Awareness:

o

Every employee at PY has a duty to remain vigilant in their day-to-day activities.
This vigilance requires a keen awareness of common indicators of fraud, such as
unusual financial discrepancies, unauthorized transactions, and inconsistent
information in reports. Employees must maintain a questioning attitude and be
aware that fraud can occur in any area of the organization.

Example: If an employee notices that project funds are being used for unexpected
or unexplained purposes, they are responsible for reporting these discrepancies
to the relevant authority within PY.

2. Reporting Mechanisms:

o

Employees are required to report any suspected instances of fraud or corruption
as soon as they become aware of them. PY provides multiple channels for
reporting, including direct communication with supervisors, confidential reporting
hotlines, and secure email addresses dedicated to anti-fraud disclosures.
Employees are encouraged to report even the slightest suspicion, as prompt
reporting can prevent potential losses and mitigate risks.

Example: If an employee overhears a conversation that suggests the possibility
of bribery or misuse of funds, they should report it through PY's established
whistleblower channels.

3. No Tolerance for Inaction:

@)

Employees who witness or become aware of potential fraudulent activities are
obligated to take action by reporting their concerns. Inaction or failure to report
suspected fraud can be considered complicity or negligence. PY emphasizes that
all reports made in good faith will be taken seriously, and employees who report
such activities will be protected from retaliation.

Example: An employee who chooses not to report fraudulent behavior due to fear
of reprisal or indifference could face disciplinary action, as this undermines the
organization’'s efforts to combat fraud.

4. Responsibility to Cooperate:

o

Employees are expected to fully cooperate with any investigations related to fraud
or corruption. This includes providing truthful and complete information during
interviews, audits, or any investigative processes. Cooperation is key to ensuring
that investigations are thorough and effective, leading to the appropriate
resolution of cases.

Example: During an internal audit or investigation, employees should provide any
requested documents or information promptly to assist in uncovering potential
fraudulent activities.

Obligation to Act in Line with Anti-Fraud Training and Awareness Programs:
1. Participation in Training:

o

o

PY conducts regular anti-fraud training and awareness programs to equip
employees with the knowledge and tools necessary to identify and respond to
fraud. Employees have an obligation to attend and actively participate in these
training sessions. Training content includes real-world scenarios, updates on
anti-fraud policies, and guidelines on recognizing red flags in financial and
operational processes.

Example: An annual training workshop may involve case studies where
employees practice identifying fraudulent patterns in financial statements.

2. Application of Training in Daily Operations:



o

Employees are expected to apply the principles and practices learned during anti-
fraud training in their daily work. This means maintaining a high standard of
ethical behavior, ensuring transparency in all tasks, and upholding PY's policies.
By applying this knowledge, employees play an active role in fostering an
environment where fraud is less likely to thrive.

Example: An employee involved in procurement should ensure that all procedures
are followed transparently, avoiding conflicts of interest and double-checking for
any irregularities in supplier bids.

3. Continuous Learning and Updates:

o

The landscape of fraud and corruption is constantly evolving. Employees must
remain informed about new trends and updates in fraud prevention, whether
through formal training provided by PY or through self-education. Staying current
helps employees recognize emerging threats and apply preventive measures
effectively.

Example: If PY updates its anti-fraud policy to include new types of cyber fraud,
employees must familiarize themselves with these changes and understand how
to implement related precautions.

MANAGERIAL OVERSIGHT

Management plays a critical role in creating and sustaining an anti-fraud culture. Managers are
responsible for implementing and maintaining internal controls, leading by example, and
fostering an environment where ethical behavior is the norm. This section outlines the specific
responsibilities of PY's management to ensure that fraud and corruption are minimized, if not
entirely eradicated.

Ensure Internal Controls and Promote an Anti-Fraud Culture:
1. Establishing Robust Internal Controls:

o

Managers are responsible for designing, implementing, and maintaining internal
control systems that safequard PY's resources. This includes setting up
processes that prevent unauthorized access to financial data, segregating duties
to reduce the risk of fraud, and implementing checks and balances.

Example: A manager in the finance department should establish a policy where
different individuals handle the initiation, approval, and payment of transactions
to prevent one person from having complete control over a financial process.

2. Promoting a Culture of Integrity:

@)

Managers must lead by example and set a tone of zero tolerance for unethical
behavior. By demonstrating their commitment to ethical conduct, managers
inspire their teams to adhere to the same standards. This involves consistent
communication about the importance of integrity, emphasizing that ethical
behavior is expected and rewarded.

Example: During team meetings, managers can reinforce PY's anti-fraud policies,
share reminders about the reporting process, and celebrate examples of integrity
in action.

3. Monitoring and Reviewing Controls:

o

Managers should regularly review internal controls to ensure they are effective
and up to date. This includes conducting risk assessments to identify any
vulnerabilities that could be exploited for fraudulent activities. Where weaknesses
are detected, it is the manager's duty to take corrective action promptly.
Example: A manager might initiate a periodic audit of procurement procedures to
ensure compliance with established anti-fraud measures.

Promptly Address and Report Any Fraud or Suspected Fraudulent Activity:
1. Immediate Action on Reports:

o

Managers are required to act swiftly when fraud or suspected fraudulent activity
is reported. This includes documenting the initial report, notifying relevant
authorities within PY, and taking steps to prevent further damage. Prompt action
demonstrates the organization's commitment to its anti-fraud stance and helps
contain potential harm.



o

Example: If an employee reports suspicious behavior in a project, the manager
should immediately notify the internal audit team and initiate steps to secure
related records and documents.

2. Supporting Investigations:

o

Managers are expected to facilitate investigations by providing necessary access
to documentation, resources, and relevant personnel. They should not interfere
with or attempt to influence the investigation but should support it by ensuring
transparency and cooperation.

Example: A manager overseeing a department under investigation should refrain
from discussing the investigation with employees who are not involved and
should provide investigators with any requested information.

3. Maintaining Confidentiality and Protecting Whistleblowers:

o

Managers must ensure that all reports of suspected fraud are treated
confidentially and that whistleblowers are protected from retaliation. Creating an
environment where employees feel safe reporting misconduct is essential for
uncovering fraud.

Example: If a whistleblower comes forward with a report, the manager should
reassure them of their protection and remind them of PY's policy on
confidentiality and non-retaliation.

BOARD AND AUDIT COMMITTEE

The Board of Directors and the Audit Committee hold the highest level of responsibility for the
oversight of PY's anti-fraud policy. Their leadership ensures that governance, compliance, and
risk management practices are effective and aligned with the organization's objectives and
international standards.

Maintain Overall Responsibility for the Anti-Fraud Policy:
1. Setting Strategic Direction:

@)

o

The Board of Directors is responsible for approving and overseeing the strategic
framework of PY's anti-fraud policy. This includes ensuring that the policy aligns
with PY's mission and adheres to global anti-corruption standards such as the
UN Convention against Corruption (UNCAC) and other donor requirements.

Example: The Board periodically reviews and endorses updates to the policy to
reflect changes in international anti-fraud frameworks and organizational needs.

2. Oversight of Implementation:

@)

@)

The Board delegates the implementation of the anti-fraud policy to senior
management but retains ultimate oversight. Regular reports from the audit
committee and senior management ensure that the Board is informed about the
effectiveness of the policy and any fraud-related incidents.

Example: The Board may request quarterly updates on the outcomes of internal
audits, reported fraud cases, and the effectiveness of fraud prevention measures.

3. Ensuring Resource Allocation:

o

The Board ensures that sufficient resources are allocated to anti-fraud initiatives,
including funding for internal audits, training programs, and technology to detect
and prevent fraud. This commitment reinforces PY's dedication to maintaining
high ethical standards.

Example: Approving budgets that allocate funds specifically for fraud detection
tools and employee training.

Ensure Proper Governance and Compliance:
1. Review and Approve Investigative Reports:

o

The Audit Committee, as a subset of the Board, plays a crucial role in reviewing
detailed reports on investigations of fraud and ensuring that appropriate actions
are taken based on the findings. This oversight ensures that the investigation
process remains impartial and thorough.

Example: The Audit Committee reviews the final investigation report prepared by
the internal audit team and recommends follow-up actions, such as disciplinary
measures or policy revisions.

2. Compliance with International Standards:



o

o

The Board ensures that PY's anti-fraud policy remains in compliance with
international standards and best practices. This commitment to compliance
reinforces PY's credibility and aligns its operations with the expectations of
donors and regulatory bodies.

Example: The Board may initiate an external review of PY's policies to ensure
alignment with new or updated international anti-fraud regulations.

3. Encouragement of a Compliance-Driven Culture:

o

The Board and Audit Committee are responsible for promoting a culture of
compliance throughout PY. This involves setting expectations that all employees
and management understand the importance of ethical behavior and adhere to
the anti-fraud policy.

Example: Board members engage with employees during annual meetings to
discuss the importance of integrity and the measures PY takes to ensure
compliance with anti-fraud policies.

Continuous Improvement and Review:
Regular Policy Review:

1.

@)

The Audit Committee ensures that PY's anti-fraud policy is reviewed and updated
regularly. This review process involves analyzing feedback from investigations,
audits, and staff input to identify areas for improvement.

Example: Every three years, or as needed, the Audit Committee leads a
comprehensive review of the anti-fraud policy, incorporating lessons learned
from recent fraud cases and updates in global anti-fraud standards.

Implementing Lessons Learned:

o

The Board uses the findings from investigations and audits to guide
improvements in policy and practice. Implementing lessons learned from
previous cases helps prevent recurrence and strengthens PY's ability to combat
fraud.

Example: If an investigation reveals a gap in internal controls that allowed fraud
to occur, the Board ensures that corrective measures are implemented, such as
revising procedures or providing targeted training to staff.

Performance Metrics and Accountability:

@)

The Board and Audit Committee track the performance of PY's anti-fraud
initiatives through established metrics. These metrics include the number of
reported incidents, the speed of resolution, and the effectiveness of preventive
measures. Holding management accountable for these metrics ensures
continuous improvement.

Example: The Audit Committee presents an annual report to the Board that
evaluates PY's anti-fraud efforts, detailing accomplishments and areas that need
further attention.

INTEGRATION OF RESPONSIBILITIES ACROSS PY

The responsibilities outlined above are interconnected, creating a cohesive and comprehensive
approach to fraud prevention and detection. Employees, management, and the Board each play a
unique role in sustaining an anti-fraud culture and ensuring that PY's operations align with
international standards. By integrating these responsibilities throughout the organization, PY
fosters a unified front against fraud and corruption.

Encouraging Open Communication:
Open communication across all levels of PY is crucial for the success of the anti-fraud
policy. Employees are encouraged to voice concerns, ask questions, and seek guidance

when faced with potential ethical dilemmas. Management is tasked with maintaining this

environment by supporting transparent dialogue and responding constructively to
employee input.

Example of Cohesion in Action:

An employee identifies suspicious activity and reports it through the appropriate

channels. Management promptly addresses the report, initiating an investigation with the
support of the internal audit team. The Audit Committee reviews the findings, and the



Board oversees the implementation of corrective measures. This seamless process
exemplifies PY's commitment to shared responsibility in combating fraud.

The responsibilities and obligations outlined in this section form the backbone of PY's
commitment to preventing and combating fraud. Each stakeholder—employees, management,
and the Board—has a critical role to play in upholding the values of integrity and transparency.
Through clear delineation of duties, consistent training, and unwavering support for ethical
conduct, PY ensures that its anti-fraud policy is not just a document but an active part of the
organization's culture.



5. REPORTING MECHANISMS

REPORTING CHANNELS

A cornerstone of PY's Anti-Fraud Policy is the establishment of robust and secure reporting
channels that enable employees, partners, contractors, and stakeholders to report suspected
fraudulent activity safely and confidentially. Effective reporting mechanisms are vital for the early
detection and prevention of fraud, ensuring that concerns are addressed promptly and
appropriately. This section outlines the types of reporting channels available, how they are
maintained, and the procedures followed to ensure that reports are managed with the utmost
confidentiality and seriousness.

1. Establishing Secure and Confidential Reporting Avenues: PY is committed to providing a
variety of reporting mechanisms to encourage individuals to report suspected fraud without fear.
The organization has established several reporting channels that are both secure and accessible.
These include:

e Whistleblower Hotline:

o PY has set up a dedicated whistleblower hotline that allows employees and
external stakeholders to report fraudulent activities anonymously if desired. This
hotline is monitored by PY's Internal Audit and Investigations department to
ensure that all reports are documented and acted upon in a timely manner.

o Availability: The hotline operates 24/7, ensuring that reports can be submitted at
any time, regardless of location or time zone.

o Example: An employee working in a regional office notices discrepancies in
project expense reports and calls the hotline to report the issue without revealing
their identity.

e Confidential Email Reporting:

o PY also provides a secure email address for reporting fraudulent activity:
antifraud@py.org.pk. This email is managed by the Head of Internal Audit and
Investigations, who ensures that all reports are treated confidentially and
investigated appropriately.

o Example: A consultant working with PY who suspects unethical behavior in a
procurement process can send detailed information to the confidential email
without involving direct supervisors.

o Web-Based Reporting Platform:

o To enhance accessibility, PY offers a web-based platform for reporting concerns
related to fraud and corruption. This platform includes an easy-to-use interface
that guides individuals through the process of submitting a report while
maintaining anonymity if preferred.

o Features: The platform includes encrypted communication and allows users to
track the status of their reports anonymously.

2. Ensuring Alignment with International Best Practices for Whistleblower Protection: PY's
reporting mechanisms align with international best practices, such as those outlined in the United
Nations Convention against Corruption (UNCAC), which emphasizes the importance of effective
whistleblower protections. By aligning its practices with the UNCAC and other international
guidelines, PY ensures that its reporting system upholds global standards of transparency,
confidentiality, and fairness.

o Accessibility and Inclusivity:

o PY ensures that reporting channels are accessible to all employees, regardless of
their role, level of seniority, or geographical location. Channels are designed to
accommodate different languages and cultural considerations to promote
inclusivity.

o Example: The whistleblower hotline is staffed with multilingual representatives,
making it easier for employees in different regions to report concerns in their
preferred language.

e Training and Awareness:

o PY regularly conducts training sessions to inform employees and stakeholders
about the available reporting mechanisms, how to use them, and what to expect
after submitting a report. This training emphasizes the importance of reporting



suspicious activities and reassures individuals of the confidentiality and
protection afforded to them.

o Example: New hires receive training on PY's anti-fraud policies and reporting
mechanisms during their onboarding process.

3. Reporting Procedures: PY has clear procedures for handling reports of suspected fraud to
ensure that they are managed systematically and consistently.
o Initial Report Handling:

o Whenareportisreceived through any of the designated channels, it is logged and
given a unique reference number. This allows the report to be tracked throughout
the investigative process. The report is then assessed to determine the initial
scope and priority level.

o Example: A report regarding a potential misuse of funds is prioritized for
immediate preliminary assessment, while minor procedural issues may be
scheduled for routine review.

e Acknowledgment and Communication:

o PY acknowledges receipt of reports promptly, assuring the whistleblower that
their concerns are being taken seriously. If the report was submitted
anonymously, updates on the progress of the investigation can be accessed
through the web-based platform or by using the reference number provided.

PROTECTION FOR WHISTLEBLOWERS

Protecting whistleblowers is an integral part of PY's commitment to fostering an environment
where ethical behavior is encouraged, and misconduct is reported without fear of retaliation.
Ensuring that individuals who report suspected fraud are safeguarded against reprisals is
essential for maintaining trust within the organization and for the effectiveness of the anti-fraud

policy.

1. Guaranteeing Protection Against Retaliation for Those Reporting in Good Faith: PY guarantees
protection against retaliation for any individual who reports fraudulent activity in good faith.
Retaliation can take many forms, including termination, demotion, harassment, discrimination, or
any other adverse action that could discourage whistleblowing. PY's policy ensures that any form
of retaliation is strictly prohibited and will result in disciplinary action against the perpetrators.

o Protection Measures:

o Employees who report suspected fraud are entitled to protection under PY's
whistleblower policy. This includes assurance that their identity will remain
confidential unless disclosure is required by law or consented to by the
whistleblower.

o Example: An employee who reports a manager for potential procurement fraud is
protected from being dismissed, having their work responsibilities changed
unfavorably, or being subjected to workplace intimidation.

¢ Investigative Independence:

o To reinforce protection, PY ensures that investigations into reported cases are
handled independently by a designated team that operates separately from the
regular management structure. This reduces the risk of biased decision-making
or retaliatory actions.

o Example: The investigation team reports directly to the Audit Committee and not
to any managers who might be implicated in the report.

2. Allowing for Anonymous Reporting if Necessary: PY recognizes that some individuals may feel
uncomfortable revealing their identity when reporting fraudulent activities. To encourage
reporting in such cases, PY allows for anonymous reporting and provides channels that protect
the whistleblower's identity.

e Confidentiality and Anonymity:

o PY's reporting mechanisms are designed to respect the anonymity of
whistleblowers. Reports can be submitted without personal identifiers, and
individuals have the option to communicate through secure, anonymous
channels. These measures encourage more people to come forward with
information about potential fraud, knowing they are protected.



o Example: An anonymous tip received through the web-based reporting platform
can be investigated based on the information provided without requiring the
whistleblower to disclose their identity.

e Balanced Approach:

o While PY allows for anonymous reporting, it also educates employees about the
potential limitations of anonymous disclosures, such as challenges in follow-up
communication or obtaining additional information during an investigation.
However, the organization prioritizes maintaining the trust of its employees and
partners by handling anonymous reports with the same diligence as those with
identified reporters.

o Example: PY may use secure follow-up methods, such as a coded communication
system on the reporting platform, to request additional information from an
anonymous whistleblower without revealing their identity.

3. Legal Compliance and Best Practices: PY's whistleblower protection policies are aligned with
international and local legal frameworks, ensuring that employees are aware of their rights and
that the organization complies with relevant regulations. This includes adherence to best
practices outlined by the UNCAC, OECD guidelines, and specific donor requirements, which
reinforce the importance of protecting whistleblowers.

¢ Policy on Non-Retaliation:

o PY's non-retaliation policy is clear: any form of reprisal against whistleblowers
will not be tolerated. Individuals found guilty of engaging in retaliatory behavior
are subject to disciplinary measures, up to and including termination.

o Example: If an employee is found to be harassing a colleague who reported fraud,
the organization will take swift and decisive action to address the misconduct and
support the whistleblower.

e Awareness Campaigns:

o PY conducts regular campaigns to raise awareness about whistleblower
protection and the importance of reporting fraudulent behavior. These campaigns
emphasize that whistleblowing is a positive action that contributes to the integrity
and transparency of the organization.

o Example: Posters, newsletters, and workshops are used to remind employees of
the protections in place and encourage them to report suspicious activities
confidently.

ENSURING CONFIDENTIALITY IN REPORTING

Confidentiality is a fundamental component of PY's reporting mechanisms. The organization is
committed to protecting the identity of individuals who report fraud, ensuring that only those
involved in the investigation process have access to related information. This protection is crucial
for maintaining trust and ensuring that employees feel secure when coming forward with reports.

1. Limited Access to Information: To maintain confidentiality, only designated members of the
investigation team and senior management responsible for anti-fraud oversight have access to
the details of reports. This limited access reduces the risk of unauthorized disclosure and
protects the integrity of the investigation process.
o Example: An employee in the finance department reports suspicious transactions. Only
the internal audit team and relevant senior management are informed of the report's
details, ensuring that no unnecessary information is shared within the organization.

2. Secure Handling of Reports: All reports, whether submitted via email, hotline, or the web-based
platform, are stored in a secure database that is protected with high-level encryption. Only
authorized personnel have the ability to review, act upon, and manage these reports. This system
ensures that reports remain confidential and protected from potential breaches.
o Example: A report submitted through the whistleblower hotline is automatically logged
into a secure, encrypted system where only the Head of Internal Audit and the
investigation team can access it.

3. Assurance to Reporters: PY assures individuals that their identities and any information
provided will be handled with the highest level of confidentiality unless disclosure is legally



required. In cases where disclosure is necessary, the organization will make every effort to inform
the whistleblower beforehand.
o Example: If a case escalates to involve law enforcement or regulatory bodies, the
whistleblower will be informed, and their consent may be sought if their identity needs to
be disclosed.

ENCOURAGEMENT OF A REPORTING CULTURE

A strong anti-fraud framework relies on a culture where reporting is normalized and encouraged.
PY's leadership actively promotes this culture by:
e Demonstrating Commitment:

o PY's management regularly communicates its support for the anti-fraud policy
and the importance of using reporting mechanisms. This communication helps
reinforce the message that reporting is a valued and integral part of protecting the
organization.

o Example: Regular town hall meetings are held where senior leadership discusses
PY's dedication to ethical practices and supports the use of confidential reporting
channels.

o Feedback and Transparency:

o PY provides feedback to whistleblowers when appropriate and keeps them
informed about the status of their report to the extent possible. This transparency
helps build trust in the process and ensures that employees feel heard and valued.

o Example: If an employee reports a concern through the confidential email, they
may receive updates about the investigation's progress and final resolution,
reinforcing their trust in the reporting system.

CONTINUOUS IMPROVEMENT OF REPORTING MECHANISMS

PY understands that the effectiveness of reporting mechanisms depends on their ability to adapt
to new challenges and incorporate improvements. Regular reviews and updates are conducted
to ensure that the reporting channels remain secure, accessible, and aligned with best practices.
1. Regular Evaluation:

e PY'sinternal audit team and the Audit Committee review the effectiveness of the reporting
mechanisms on an annual basis, identifying any potential improvements or necessary
changes.

o Example: Feedback collected from employees who have used the reporting system is
analyzed to make improvements that enhance the ease of use and accessibility of the
reporting tools.

2. Integration of New Technology:

e PY leverages technology to ensure that its reporting mechanisms are state-of-the-art.
This includes the use of encrypted communication tools and secure platforms that
facilitate anonymous reporting while maintaining data integrity.

o Example: The web-based reporting platform is updated regularly to incorporate new
security measures that protect user data and ensure the anonymity of whistleblowers.

3. Training and Education:

e PY's training programs are updated to reflect any changes in the reporting process and
to educate employees on the use of new tools and technologies. This training ensures
that everyone is aware of how to report fraud and understands the protections in place.

o Example: Employees receive periodic refreshers on how to access and use the
whistleblower hotline and web-based reporting platform, ensuring continuous awareness
of these resources.

PY's commitment to maintaining robust, secure, and confidential reporting mechanisms is
central to its anti-fraud strategy. By establishing multiple channels for reporting, ensuring
alignment with international standards, and protecting whistleblowers, PY fosters an
environment where individuals feel empowered to report unethical behavior. This proactive
approach helps safeguard the integrity of the organization and reinforces its dedication to
transparency and accountability.



Through ongoing training, continuous improvement, and unwavering support for whistleblowers,
PY ensures that its anti-fraud policy is effective and trusted by all stakeholders, promoting a
culture of integrity that aligns with the highest ethical standards.



6. INVESTIGATION PROCEDURES

INVESTIGATION TEAM AND PROTOCOLS

Effective investigation procedures are crucial to maintaining the integrity and trustworthiness of
PY's operations. A well-defined investigation process ensures that all allegations of fraud or
corruption are handled objectively, transparently, and in accordance with best practices. This
section outlines the composition and roles of the investigation team, the protocols they follow,
and the procedures for collaboration with external experts when necessary.

1. Composition and Roles of the Investigation Team: The investigation team plays a pivotal role
in upholding PY's commitment to integrity. The team is composed of skilled professionals who
are tasked with carrying out investigations with impartiality and precision.

e Head of Internal Audit:

o The Head of Internal Audit leads the investigation team and is responsible for
overseeing the investigation process from start to finish. This individual ensures
that all procedures adhere to PY's anti-fraud policy and are conducted in
alignment with international standards. The Head of Internal Audit is also
responsible for briefing the Audit Committee and senior management on the
progress and outcomes of investigations.

o Responsibilities:

= Approve the investigation plan and terms of reference (TOR).
» Allocate resources and assign roles to team members.
= Review and approve the final investigation report before submission to the
relevant authorities.
¢ Independent Investigative Body:

o An independent investigative body may be engaged for cases that require an
unbiased review or specialized expertise. This body operates independently of
PY's management to ensure objectivity. The use of an independent body is
particularly important in high-stakes cases or when internal conflicts of interest
may exist.

o Example: For cases involving senior management, PY may engage an external
auditing firm or forensic accounting specialists to ensure impartiality.

e Internal Audit Team Members:

o Team members from the internal audit department support the investigation by
gathering evidence, conducting interviews, and documenting findings. They
report directly to the Head of Internal Audit during the investigation.

o Responsibilities:

» Collect and analyze data and documentation relevant to the investigation.
» Conduct witness and suspect interviews while adhering to PY's
confidentiality policies.
= Prepare detailed records of all procedures and findings.
¢ Collaboration with External Experts:

o PY recognizes that certain investigations may require specific expertise not
available within the organization. In such cases, external experts, such as forensic
accountants, legal advisors, or IT specialists, may be engaged to provide technical
support.

o Example: In cases of cyber fraud, PY may collaborate with cybersecurity firms to
trace unauthorized access to financial systems or data breaches.

2. Investigation Protocols: Adhering to standardized investigation protocols is essential to
ensure consistency, fairness, and transparency.
o Initiating the Investigation:
o Once areport of suspected fraud is received and assessed, the Head of Internal
Audit, in consultation with the Audit Committee, initiates the investigation. An
initial review is conducted to determine the scope and complexity of the
investigation.
o Example: A preliminary review might include checking financial records to confirm
discrepancies or anomalies that warrant a full investigation.
o Developing the Investigation Plan:



o A detailed investigation plan is created, outlining the objectives, scope,
methodology, and resources required. This plan includes timelines, key personnel
involved, and potential external support.

o Approval Process:

= The investigation plan must be reviewed and approved by the Head of
Internal Audit and, if applicable, the Audit Committee. This ensures that
the investigation aligns with PY's standards and addresses all relevant
aspects of the reported fraud.
e Collecting Evidence:

o Evidence collection is a critical phase of the investigation. The internal audit team
is responsible for gathering documentary, digital, and testimonial evidence. This
process must be thorough and conducted in a manner that maintains the integrity
of the evidence.

o Documentation:

* Detailed notes and records of all evidence are maintained, including the
source of each document and any relevant observations.

o Example: For an investigation involving embezzlement, the team may analyze
financial statements, bank transactions, and payment records.

e Conducting Interviews:

o Interviews are conducted with witnesses, informants, and individuals suspected
of involvement in fraudulent activities. Interviews must be conducted respectfully,
objectively, and with a clear focus on collecting relevant information.

o Interview Protocols:

» Ensureinterviewees are informed of the purpose of the interview and their
rights.

= Maintain confidentiality and avoid leading questions that could influence
responses.

o Example: An interview with a project coordinator might focus on clarifying the
approval process for expenses related to a specific project.

o Analysis and Evaluation:

o The collected evidence is analyzed to establish facts and determine whether the
allegations are substantiated. The internal audit team uses analytical tools and
techniques to detect irregularities and patterns that indicate fraudulent behavior.

o Example: Analyzing data using forensic accounting software to identify
discrepancies or links between transactions.

3. Reporting and Concluding the Investigation: After completing the evidence collection and
analysis, the investigation team prepares a comprehensive report that includes findings,
conclusions, and recommendations.

e Content of the Investigation Report:

o The report must detail the scope of the investigation, the evidence reviewed,
findings, and conclusions. It should also include a timeline of events and any
recommendations for action, such as disciplinary measures or changes to
internal controls.

o Example: A report on procurement fraud may recommend changes to the vendor
selection process to prevent similar occurrences.

e Submission and Review:

o The final report is submitted to the Audit Committee and relevant senior
management for review. The Head of Internal Audit ensures that the report is
comprehensive and meets PY's standards for transparency and accuracy.

o Example: The Audit Committee reviews the report and makes decisions on next
steps, which may include notifying external regulatory bodies or initiating
recovery efforts.

CONFIDENTIALITY

Maintaining confidentiality is fundamental to the integrity and success of PY's investigative
processes. Protecting the identities of informants, witnesses, and investigation team members
helps foster an environment of trust and ensures that individuals are willing to come forward
without fear of retribution or exposure.

1. Safeguarding Confidentiality in Investigative Procedures:



o Confidential Handling of Reports:

o All reports of suspected fraud are handled confidentially from the moment they
are received. Only individuals directly involved in the investigation are granted
access to related information. This includes members of the investigation team,
senior management (as appropriate), and external experts engaged for the
investigation.

o [Example: Access to case files is restricted to authorized personnel and stored
securely in a protected system.

e Non-Disclosure Agreements (NDAs):

o Investigative team members and external experts may be required to sign NDAs
to ensure that sensitive information is not disclosed outside of the investigation.
This measure reinforces the importance of maintaining confidentiality throughout
the process.

o Example: An IT consultant brought in to assist with a cyber fraud investigation
signs an NDA before accessing data.

o Confidential Interviews:

o Interviews conducted during the investigation are held in private settings to
maintain confidentiality. Interviewees are assured that their statements and
identities will be kept confidential to the extent permitted by law and PY's policy.

o Example: An interview with an employee who reports potential fraud is conducted
in a secured office, and their statements are recorded only with their consent.

2. Communication Restrictions:
e Limiting Information Flow:
o The flow of information regarding an ongoing investigation is strictly controlled.
Only those involved in the investigation are permitted to discuss its progress. This
prevents unauthorized disclosures and helps protect the integrity of the process.
o Example: A manager who is aware of an ongoing investigation is instructed not to
discuss it with colleagues to avoid compromising the investigation.

TIMELINE AND DOCUMENTATION

A clear and structured timeline is essential for ensuring that investigations are conducted
efficiently and within reasonable time frames. Proper documentation supports transparency,
accountability, and compliance with PY's anti-fraud policies and international standards.
1. Establishing a Clear Timeline for Completing Investigations:

o Initial Review Period:

o Upon receipt of a report, an initial review is conducted to assess the credibility of
the allegations and determine the required scope. This review typically takes
between 5 to 10 business days.

o Example: Areported discrepancy in project funding is subjected to an initial review
to confirm whether a full investigation is warranted.

¢ Investigation Duration:

o The duration of an investigation depends on the complexity of the case but
generally spans 30 to 90 days. High-priority or complex cases may require
additional time, but extensions must be justified and documented.

o Example: A straightforward case involving falsified expense reports may be
completed within 30 days, while a large-scale procurement fraud investigation
may take 90 days or more.

e Regular Progress Updates:

o The Head of Internal Audit ensures that regular updates are provided to the Audit
Committee and relevant senior management throughout the investigation.
Updates help maintain transparency and accountability in the process.

o Example: A bi-weekly report summarizing the investigation's progress is shared
with senior management, highlighting any significant findings or challenges.

2. Detailed Record-Keeping and Documentation:
o Comprehensive Records:
o All steps of the investigation, from evidence collection to interviews and final
reporting, must be meticulously documented. This documentation serves as a
reliable record for decision-making and potential future reference.



o Example: Notes from interviews, copies of relevant documents, and digital records

are compiled in a secure case file.
e Chain of Custody:

o To maintain the integrity of evidence, a chain of custody is established and
documented. This process records how evidence is collected, handled, and
stored, ensuring that it remains uncontaminated and admissible if required for
legal proceedings.

o Example: A financial ledger taken as evidence is logged with details of who
collected it, when, and where it is stored.

e Final Documentation:

o The final investigation report, along with supporting documentation, is stored
securely. This report includes a summary of the procedures followed, findings,
and any recommendations for follow-up actions.

o Example: After an investigation is closed, all records are archived in a secure,
restricted-access location, with digital backups stored using encrypted data
protection methods.

ENSURING TRANSPARENCY AND DUE PROCESS

PY is committed to conducting all investigations with transparency and adherence to due
process. This ensures that all parties involved are treated fairly and that investigations uphold
the principles of justice and objectivity.
1. Adherence to Due Process:

o Impartiality:

o Investigations are conducted without bias, ensuring that the investigation team
approaches each case objectively. Any potential conflicts of interest among team
members are disclosed and managed appropriately.

o Example: If a team member has a personal relationship with an employee under
investigation, they are recused from the investigation.

e Rights of Those Under Investigation:

o Individuals under investigation are informed of their rights, including the right to
be heard and to provide their account of the events. This ensures that
investigations are balanced and that all perspectives are considered.

o Example: An employee suspected of financial misconduct is given the opportunity
to respond to the allegations and present supporting evidence.

2. Transparent Reporting of Outcomes:
e Clear Communication:

o At the conclusion of an investigation, the findings are communicated to relevant
stakeholders, including the Audit Committee and senior management. The
communication is clear and includes a summary of the investigation, the
conclusions reached, and any actions taken.

o Example: If an investigation uncovers significant fraud, a detailed report is shared
with the Board and recommendations for process improvements are outlined.

o Corrective and Preventive Actions:

o Recommendations for corrective actions are provided in the investigation report,
and measures to prevent future occurrences are outlined. The implementation of
these actions is monitored by the internal audit team.

o Example: After a case of procurement fraud, PY may implement a new vendor
vetting process to enhance transparency and reduce risk.

PY's investigation procedures are designed to ensure that all reports of suspected fraud or
corruption are handled with diligence, impartiality, and confidentiality. By defining clear roles for
the investigation team, safeguarding the confidentiality of reports and investigations, and
maintaining transparent documentation, PY reinforces its commitment to integrity and
accountability. Adherence to these principles ensures that all investigations uphold the highest
standards of due process and contribute to the overall effectiveness of PY's anti-fraud policy.

Through well-defined investigation protocols, consistent documentation practices, and the
protection of whistleblowers, PY ensures that its anti-fraud efforts remain credible, efficient, and
aligned with international best practices.



(. RESPONSE AND ACTIONS

DISCIPLINARY MEASURES

When fraudulent activity is confirmed within PY, it is essential to respond promptly and decisively
to maintain trust and uphold the organization's commitment to integrity and transparency. The
application of disciplinary measures serves not only as a deterrent to future misconduct but also
as a demonstration of PY's zero-tolerance policy toward fraud and corruption.

1. Overview of Disciplinary Measures: PY takes a structured approach to disciplinary actions,
ensuring that responses are consistent, fair, and proportionate to the severity of the offense. The
following measures are applied based on the findings of the investigation and the nature of the
misconduct:

e Termination of Employment or Contract:

o Termination is the most severe internal consequence for individuals found guilty
of fraud or corruption. This measure applies to employees, contractors, or
consultants who have engaged in actions that violate PY's anti-fraud policy.

o Example: An employee involved in embezzling funds from a project may face
immediate dismissal after the investigation confirms their misconduct.

e Suspension Pending Further Action:

o In cases where there is sufficient initial evidence to suggest serious misconduct
but additional investigation is required, PY may suspend the individual pending
the final outcome. This suspension helps protect the integrity of the investigation
and ensures that further damage is prevented.

o Example: If a procurement manager is suspected of colluding with suppliers for
personal gain, they may be suspended while further evidence is gathered.

e Written Warnings and Probation:

o For less severe breaches or first-time offenses, PY may issue a formal written
warning and place the individual on probation. This step is usually accompanied
by mandatory retraining on the organization's anti-fraud and ethical conduct
policies.

o Example: An employee who negligently failed to follow financial protocols
resulting in a minor discrepancy may receive a warning and be monitored for
adherence to procedures.

o Demotion or Reassignment:

o If aninvestigation reveals that an individual's actions contributed to fraud due to
a lapse in judgment rather than malicious intent, PY may opt to demote or
reassign the employee. This measure allows the individual to remain employed
while reducing their level of responsibility.

o Example: A team leader who failed to detect fraudulent activity due to inadequate
oversight might be reassigned to a role with fewer supervisory duties.

2. Referral to Law Enforcement and Legal Action: PY recognizes that in cases of significant fraud
or corruption, internal disciplinary measures alone may not be sufficient. To uphold legal and
ethical standards, PY may refer cases to law enforcement or pursue legal action:

o Criteria for Referral:

o PY assesses the severity, scale, and potential impact of the fraud when deciding
whether to refer a case to law enforcement. Cases involving large-scale
embezzlement, corruption involving public officials, or breaches of international
funding requirements typically warrant such action.

o Example: A case where PY funds were siphoned to supportillegal activities would
be escalated to the appropriate law enforcement agencies.

o Collaboration with Legal Authorities:

o When a case is referred to law enforcement, PY collaborates by providing all
relevant documentation, findings, and evidence to support investigations and
potential prosecutions.

o Example: PY's internal audit team may work with forensic accountants and legal
counsel to prepare a comprehensive case file for submission to authorities.

¢ Pursuing Legal Action:



o In addition to referring cases to law enforcement, PY may initiate civil action to
seek restitution or damages. This can involve filing lawsuits against individuals
or entities responsible for fraud to recover losses incurred.

o Example: If a former contractor was found guilty of inflating invoices, PY might
pursue a civil case to recover overpaid amounts.

3. Public Disclosure and Transparency: To uphold its commitment to transparency, PY may
disclose the outcomes of significant disciplinary actions internally and, where necessary, to the
public or relevant stakeholders. This disclosure helps reinforce the organization's dedication to
maintaining ethical standards and acts as a deterrent to potential fraud.
o Example: PY's annual report may include a summary of significant fraud cases resolved
during the year and the actions taken to address them.

RECOVERY OF ASSETS

Recovering losses resulting from fraud is a critical aspect of PY's response to confirmed cases
of misconduct. Effective asset recovery not only compensates for financial damage but also
serves as a strong deterrent to future fraud.

1. Steps to Recover Losses: PY follows a systematic approach to recovering assets lost due to
fraudulent activities. This approach involves both internal measures and external legal
processes:

o Internal Recovery Efforts:

o PY'sinitial step is to recover funds or assets directly through internal channels.
This may include reclaiming unpaid balances from payroll or withholding final
payments to contractors who were found responsible for fraudulent activities.

o Example: If an employee used company credit for unauthorized expenses, PY may
deduct the amount from their salary or final settlement.

o External Recovery Measures:

o If internal efforts prove insufficient, PY may engage external legal counsel to
pursue recovery through civil litigation. This step ensures that losses are pursued
legally and that those responsible are held financially accountable.

o Example: In the event of fraud involving substantial financial loss, PY might file a
lawsuit to reclaim funds and associated legal costs.

2. Asset Recovery in Collaboration with Authorities: PY may work with law enforcement and
regulatory bodies to identify and recover assets. This collaboration is especially relevant in cases
involving cross-border fraud or where assets have been hidden through complex financial
schemes.

o Freezing Assets:

o PY may seek court orders to freeze the assets of individuals or organizations
implicated in fraud. This prevents further dissipation of funds and ensures that
recoverable assets remain intact during legal proceedings.

o Example: Freezing bank accounts of a contractor found guilty of inflating invoices.

e Tracing and Forensic Accounting:

o The use of forensic accountants can be critical in tracing and identifying hidden
or misappropriated assets. This step helps PY build a strong case for legal action
and aids in the recovery process.

o Example: Engaging a forensic accounting team to track unauthorized fund
transfers to offshore accounts.

3. Restitution Agreements: In some cases, PY may negotiate restitution agreements with
individuals or organizations responsible for fraudulent activities. These agreements allow for the
repayment of losses over time and can expedite the recovery process without lengthy court
proceedings.
o Example: An employee who misused funds may enter into a restitution agreement to
repay the full amount over an agreed period.

4. Insurance Claims: PY may leverage insurance policies to cover financial losses from fraud,
provided such coverage is part of the organization's risk management strategy. Filing an



insurance claim can help mitigate the financial impact of fraud while other recovery efforts are
pursued.
o Example: If PY has fraud insurance, the policy may cover a portion of the losses incurred
due to employee theft.

COMMUNICATION TO STAKEHOLDERS

PY's commitment to transparency extends beyond internal processes. In cases of confirmed
fraud or corruption, effective communication with stakeholders is essential to maintain trust and
comply with international reporting obligations.

1. Informing Donors: Donors are a critical part of PY's ecosystem, and their confidence depends
on the organization's ability to manage resources responsibly. In cases of fraud that impact
donor funding or projects, PY ensures timely and transparent communication.

o Donor-Specific Reporting Requirements:

o PY adheres to the reporting standards of each donor, whether they are local
government bodies, international aid organizations, or private contributors. This
includes providing detailed reports of the incident, the findings of the
investigation, actions taken, and steps to prevent recurrence.

o Example: PY's internal audit team may prepare a detailed fraud report for a donor
such as USAID, outlining the nature of the fraud, investigation outcomes, and
corrective actions implemented.

e Timely Updates:

o PY commits to updating donors on the status of investigations and any
significant developments. This ongoing communication helps reinforce
transparency and demonstrates the organization's dedication to addressing
fraud proactively.

o Example: Providing a quarterly update to a donor on how PY has strengthened its
controls following a fraud incident.

2. Reporting to Regulatory Bodies: Compliance with local and international regulations requires
PY to report certain types of fraud cases to relevant authorities or oversight bodies.
o Regulatory Requirements:

o Depending on the jurisdiction and nature of the fraud, PY may need to report
incidents to regulatory authorities such as charity commissions, anti-corruption
agencies, or international oversight bodies like the European Anti-Fraud Office
(OLAF).

o Example: PY might be required to report cases of suspected corruption to the local
charity commission in the country where it operates.

o Standardized Reporting Protocols:

o PY follows standardized reporting protocols that align with international best
practices. This includes preparing comprehensive reports that detail the incident,
findings, corrective actions, and preventive measures.

o Example: Reporting fraud cases involving public funds to the relevant financial
oversight agency with full documentation of the investigation.

3. Informing Partners and Other Stakeholders: Maintaining transparency with partners,
beneficiaries, and other stakeholders is part of PY's broader communication strategy. This
openness helps maintain trust and aligns with PY's values of integrity and accountability.

e Communication with Partners:

o In cases where fraud affects joint projects or involves partner organizations, PY
ensures that partners are informed and involved in resolving the issue. This
collaborative approach reinforces trust and strengthens partnerships.

o Example: If a partner organization's staff member is implicated in fraud affecting
PY's project, PY will coordinate with the partner's management to address the
issue and implement joint preventive measures.

e Public Communication:

o For cases with significant public impact, PY may issue statements or updates to
inform the public and reinforce its commitment to transparency. This is
particularly important when public funds or high-profile projects are involved.



o Example: PY might publish a summary of actions taken to address fraud in its
annual report to demonstrate proactive management and strengthen public
confidence.

4. Lessons Learned and Policy Updates: PY views each case of fraud as an opportunity to
strengthen its anti-fraud measures. After an investigation and response, PY evaluates the
effectiveness of its response and updates its policies as needed.

o Internal Debriefings:

o PY conducts internal debriefings to review what was learned from the
investigation and response process. This helps identify weaknesses in current
systems and practices, which can then be addressed.

o Example: Following a procurement fraud case, the finance department might
revise its vendor vetting process and strengthen due diligence requirements.

e Policy Revisions:

o Based on lessons learned, PY updates its anti-fraud policy to incorporate new
preventive measures and improve response procedures. This continuous
improvement process ensures that PY's policies evolve with emerging risks and
best practices.

o Example: Implementing new fraud detection software after a case involving
falsified documents is resolved.

PY's response to confirmed cases of fraud or corruption reflects its unwavering commitment to
integrity, transparency, and accountability. Through structured disciplinary measures,
comprehensive asset recovery strategies, and clear communication with stakeholders, PY
reinforces its zero-tolerance approach and aligns with international standards. These response
mechanisms are integral to maintaining trust with donors, partners, and the broader public.

By ensuring that investigations are followed by appropriate actions, including disciplinary
measures, asset recovery, and transparent communication, PY strengthens its organizational
resilience against fraud. This approach not only addresses immediate issues but also fosters a
culture of continuous learning and improvement, helping PY safeguard its mission and enhance
its operations.



8. PREVENTION AND CONTROL
MEASURES

INTERNAL CONTROLS AND RISK MANAGEMENT

Prevention is the cornerstone of an effective anti-fraud strategy. PY is committed to
implementing robust internal control measures and a proactive risk management framework to
identify and mitigate fraud risks before they materialize. This section outlines how PY
establishes, reviews, and enhances internal controls and risk management practices to
safeguard its operations.

1. Implementing Robust Internal Control Measures to Minimize Fraud Risk: Effective internal
controls are essential for detecting and preventing fraudulent activities. PY's internal controls are
designed to minimize the risk of fraud by promoting transparency, accountability, and compliance
across all areas of the organization.

e Segregation of Duties:

o PY ensures that critical processes, particularly those involving financial
transactions, procurement, and approvals, are subject to segregation of duties.
This practice prevents any one individual from having excessive control over a
single process, reducing the opportunity for fraud.

o Example: The person responsible for approving a payment is not the same
individual who initiates or processes the payment.

o Authorization and Approval Protocols:

o All transactions within PY must be authorized and approved according to
established protocols. This includes multi-level approval processes for
significant transactions, which adds an extra layer of oversight.

o Example: Large expenditures or contract awards require approval from senior
management or the finance committee to ensure that no single employee has
unchecked decision-making power.

o Physical and Digital Security:

o PY protects its assets through physical controls (e.g., locked storage for cash and
inventory) and digital safeguards (e.g., encrypted access to financial systems).
These measures help prevent unauthorized access and theft.

o Example: Only designated staff members have access to sensitive financial
systems, and access is monitored regularly.

¢ Regular Reconciliations and Audits:

o Reconciliations of financial accounts and audits are conducted regularly to
ensure that discrepancies are identified and investigated promptly. Independent
audits are performed by internal or external auditors to maintain objectivity.

o Example: Monthly reconciliations of bank statements against financial records to
verify that all transactions are legitimate.

2. Periodic Assessment and Improvement of Anti-Fraud Measures: Fraud risk is dynamic,
influenced by changes in internal processes, external factors, and evolving fraud tactics. PY is
committed to periodically reviewing and enhancing its anti-fraud measures to remain effective
against emerging threats.

¢ Regular Risk Assessments:

o PY conducts comprehensive risk assessments at least annually or whenever
significant changes occur in operations. These assessments evaluate potential
vulnerabilities and identify areas where controls need to be strengthened.

o Example: A risk assessment is conducted when PY launches a new project or
expands operations to a new region to identify any new fraud risks associated
with these changes.

o Feedback and Lessons Learned:

o PY incorporates lessons learned from past incidents and feedback from
employees to improve its anti-fraud measures. This iterative approach ensures
that the organization's controls remain relevant and effective.

o Example: After an investigation reveals a gap in the procurement process,
additional controls are implemented to prevent similar issues.

o Benchmarking Against Best Practices:



o PY regularly benchmarks its internal control measures against industry best
practices and international anti-fraud guidelines, such as those from the
Committee of Sponsoring Organizations of the Treadway Commission (COSO)
and the International Organization for Standardization (ISO 37001). This practice
helps PY ensure that its anti-fraud measures are robust and up to date.

o Example: PY may revise its fraud risk management framework after attending
industry conferences or reviewing updates to international standards.

TRAINING AND AWARENESS PROGRAMS

Training and awareness are vital to creating an organizational culture that prioritizes ethics and
vigilance. PY invests in comprehensive training programs that equip employees with the
knowledge and tools needed to recognize, prevent, and respond to fraudulent activities.

1. Conducting Regular Training for All Employees on Fraud Prevention: Training initiatives are
designed to empower employees at all levels with an understanding of PY's anti-fraud policy,
their roles in maintaining compliance, and the procedures for reporting suspicious activities.

e Mandatory Anti-Fraud Training:

o All PY employees, from entry-level staff to senior management, must participate
in mandatory anti-fraud training at least once a year. This training covers fraud
indicators, reporting procedures, and case studies that demonstrate the real-life
consequences of fraud.

o Example: New hires receive anti-fraud training as part of their onboarding,
ensuring they are aware of PY's expectations from the start of their employment.

¢ Refresher Courses and Updates:

o PY offers regular refresher courses to ensure that employees stay current on
fraud prevention techniques and any updates to the organization's policies. This
keeps awareness high and reinforces a culture of continuous vigilance.

o Example: An annual workshop includes a review of recent fraud cases in the non-
profit sector and lessons that PY can apply to its operations.

e Specialized Training for High-Risk Areas:

o Employees working in areas deemed high-risk (e.g., finance, procurement, project
management) receive more in-depth training tailored to their specific
responsibilities and the unique challenges they may face.

o Example: Procurement officers are trained on how to detect and prevent bid
rigging and collusion among suppliers.

2. Aligning Training Content with Global Anti-Fraud Guidelines: PY's training programs are
designed to align with internationally recognized anti-fraud and anti-corruption guidelines. This
alignment ensures that training is comprehensive and relevant to global best practices.

e Incorporating International Standards:

o Training materials are updated regularly to reflect changes in global anti-fraud
standards, such as the UN Convention against Corruption (UNCAC) and the
OECD's anti-bribery guidelines. This ensures that PY's employees are equipped
to meet the expectations of both international donors and local regulatory bodies.

o Example: Training sessions may include a module on the latest anti-bribery
measures recommended by the OECD.

e Practical, Scenario-Based Learning:

o PY's training includes scenario-based learning to simulate real-life situations
employees may encounter. This practical approach helps employees apply what
they learn to their day-to-day activities.

o Example: A training exercise might involve identifying red flags in a fictional
expense report and discussing the appropriate steps for reporting the suspicious
activity.

¢ Collaboration with External Experts:

o PY occasionally partners with external anti-fraud experts to provide specialized
training and insights into emerging fraud trends. This collaboration enhances the
depth and breadth of PY's training programs.

o Example: An external consultant leads a workshop on cyber fraud prevention,
sharing best practices for protecting digital assets and responding to data
breaches.



THIRD-PARTY COMPLIANCE

Third parties, such as contractors, vendors, and partner organizations, play a significant role in
PY's operations. Ensuring that these entities comply with PY's anti-fraud policy is essential for
maintaining a fraud-free environment and protecting the organization's interests.

1. Ensuring Partners and Contractors Adhere to PY's Anti-Fraud Policy: PY's anti-fraud policy
extends to all third parties involved in its operations. This includes suppliers, contractors, partner
NGOs, and consultants who must demonstrate their commitment to ethical practices and
compliance with PY's standards.

e Due Diligence and Vetting:

o Before entering into contracts or partnerships, PY conducts thorough due
diligence to assess the integrity and reputation of third-party entities. This
process involves reviewing their financial records, compliance history, and
references.

o Example: A new contractor bidding for a project is required to provide evidence of
their anti-fraud policies and past audit reports.

e Onboarding and Training for Third Parties:

o PY provides onboarding and training sessions for key third-party partners to
familiarize them with the organization's anti-fraud policy and expectations. These
sessions emphasize the importance of fraud prevention, reporting mechanisms,
and adherence to ethical practices.

o Example: A workshop is conducted for a newly contracted NGO partner to align
their internal practices with PY's anti-fraud measures.

¢ Ongoing Monitoring and Compliance Checks:

o PY conducts regular audits and compliance checks on third-party entities to
ensure continued adherence to its anti-fraud policy. This monitoring may include
surprise audits, periodic reviews, and compliance questionnaires.

o Example: PY schedules semi-annual reviews of major suppliers' compliance with
its anti-fraud policy and investigates any discrepancies.

2. Including Anti-Fraud Clauses in Contracts: To reinforce third-party compliance, PY
incorporates anti-fraud clauses in all contracts and partnership agreements. These clauses
outline the expectations for ethical behavior, reporting obligations, and the consequences of non-
compliance.

¢ Mandatory Clauses:

o Contracts must include specific provisions that require third parties to comply
with PY's anti-fraud policy, report any suspicions of fraud promptly, and
cooperate fully with any investigations.

o Example: A clause states that failure to report or cooperate in a fraud investigation
can result in the immediate termination of the contract.

¢ Right to Audit:

o PY reserves the right to audit the financial and operational records of third-party
partners to ensure compliance with its anti-fraud standards. This clause helps PY
maintain oversight and detect potential issues early.

o Example: PY exercises its right to audit a vendor's invoices and expense claims
after identifying discrepancies during a routine financial review.

¢ Penalty and Remediation Measures:

o Contracts outline the potential penalties for violations of PY's anti-fraud policy,
including financial restitution, termination of agreements, and legal action. These
measures act as a deterrent and encourage third parties to prioritize compliance.

o Example: A supplier found to have falsified delivery receipts may be required to
reimburse PY for the cost and face contract termination.

3. Collaborative Fraud Prevention with Partners: PY promotes collaboration with partners to
strengthen anti-fraud efforts and build a unified approach to fraud prevention. By fostering
partnerships based on shared values and transparency, PY enhances its ability to prevent fraud
collectively.

e Joint Training and Workshops:



o PY hosts joint anti-fraud workshops with partners to share knowledge and best
practices. These collaborative sessions encourage open dialogue and reinforce
the importance of fraud prevention across all levels of partnership.

o Example: A joint workshop with partner NGOs on the importance of whistleblower
protection and reporting mechanisms.

o Shared Reporting Mechanisms:

o PY encourages partners to integrate compatible reporting mechanisms into their
operations to ensure a seamless process for identifying and reporting fraud. This
integration helps partners align with PY's standards and improves overall
effectiveness in fraud detection.

o Example: A partner NGO adopts PY's whistleblower hotline as part of its fraud
prevention strategy, making it easier for employees to report suspicious activities.

CONTINUOUS IMPROVEMENT AND FEEDBACK LOOPS

To maintain the effectiveness of its prevention and control measures, PY prioritizes continuous
improvement through feedback loops and regular updates to its policies.
1. Reviewing and Updating Anti-Fraud Policies: PY's anti-fraud policy is not static. It is reviewed
regularly to ensure that it remains relevant and effective in preventing and detecting fraud.

e Policy Review Schedule:

o The anti-fraud policy is reviewed at least annually or following any significant
fraud incident. This review involves input from key stakeholders, including the
internal audit team, senior management, and external advisors.

o Example: A policy review might be prompted by feedback from an audit that
identifies new fraud risks associated with expanded digital operations.

o Employee and Partner Feedback:

o PY seeks feedback from employees and partners to identify areas for
improvement. This input is gathered through surveys, focus groups, and direct
feedback during training sessions and workshops.

o Example: After conducting an anti-fraud training session, PY collects participant
feedback to refine and improve future training content.

2. Integrating Technology and Advanced Tools: To stay ahead of emerging fraud risks, PY invests
in technology and advanced tools that enhance its prevention and control measures.
e Fraud Detection Software:

o PY employs software that uses data analytics and artificial intelligence to identify
patterns indicative of fraud. These tools help detect anomalies in financial data
and alert the internal audit team to potential issues.

o Example: A data analytics tool flags an unusual increase in expense claims,
prompting an investigation that reveals fraudulent submissions.

o Secure Digital Platforms:

o PY uses secure digital platforms to manage reporting and documentation
processes. These platforms enhance data protection, ensure secure
communication, and provide a reliable record of anti-fraud measures.

o Example: A secure online portal allows employees and partners to access training
materials and report concerns confidentially.

Prevention and control measures form the foundation of PY's approach to maintaining a fraud-
free environment. By implementing robust internal controls, conducting regular training, and
ensuring third-party compliance, PY reinforces its commitment to ethical practices and
transparency. These measures are complemented by continuous improvement, feedback loops,
and the integration of advanced technology to adapt to new challenges and stay aligned with
global best practices.

PY's proactive approach to fraud prevention ensures that all employees, partners, and
contractors are equipped with the tools and knowledge needed to contribute to a culture of
integrity. This collective effort supports PY's mission and upholds its reputation as a trustworthy
and ethical organization.



9. DONOR AND REGULATORY
REPORTING

COMPLIANCE WITH DONOR REQUIREMENTS

PY recognizes that adherence to the specific fraud reporting requirements of major donors is
essential for maintaining transparency, accountability, and trust. Compliance with these
requirements not only ensures continued funding but also aligns with the organization's
commitment to ethical standards and global best practices.

1. Understanding Donor-Specific Reporting Obligations: Each donor has its own set of reporting
standards and expectations for how fraud and corruption should be addressed and reported. PY
takes proactive measures to understand and comply with these varied requirements. This
includes familiarizing the organization with donor agreements, regulations, and expectations to
align PY's reporting practices with their standards.

e USAID:

o USAID mandates timely reporting of any instances of suspected fraud, bribery, or
corruption affecting its funded programs. PY must disclose such incidents in
writing and submit the reports to the relevant USAID Office of the Inspector
General (OIG).

o Reporting Protocol:

= Upon identification of a potential fraud case, PY's internal audit team
prepares a detailed report that includes the nature of the fraud, the
individuals or parties involved, and the steps taken to investigate and
mitigate the issue. This report is submitted within the timeframe specified
by USAID, usually no later than 30 days from detection.

= Example: If PY uncovers misallocation of project funds in a USAID-funded
initiative, the internal audit team submits a report to the OIG, detailing the
findings and corrective actions taken.

e European Union (EU):

o The EU, through its funding mechanisms such as the European Anti-Fraud Office
(OLAF), requires prompt reporting of any suspicion or confirmation of fraud. PY is
required to maintain a transparent relationship with OLAF and comply with their
reporting guidelines, including using standardized reporting forms and providing
follow-up information as requested.

o Reporting Protocol:

= PY's compliance team ensures that all necessary documentation is
prepared and submitted to OLAF or the relevant EU body. Reports should
be comprehensive and align with EU anti-fraud policies.
= Example: A detailed incident report of procurement fraud in an EU-funded
project is submitted to OLAF, accompanied by supporting evidence and
an outline of actions taken to prevent future occurrences.
e United Nations (UN) and Other International Bodies:

o The UN and its affiliated agencies require that fraud and corruption in funded
projects be reported promptly. PY adheres to the UN's anti-corruption and anti-
fraud policies, which mandate full disclosure of any suspected or confirmed
incidents of fraud.

o Reporting Protocol:

= PY's Head of Internal Audit collaborates with senior management to
ensure that reports submitted to UN agencies are thorough and meet the
organization's standards for accuracy and transparency.

= Example: When a fraudulent supplier is discovered in a UN-funded
initiative, PY submits an incident report to the funding agency, detailing
the fraud, investigative findings, and steps taken to mitigate the impact.

2. Adapting to Varied Reporting Requirements: PY's compliance team stays abreast of updates
to donor-specific regulations and adapts the organization's internal processes to meet these
requirements. This involves regular reviews of donor agreements, policy updates, and the training
of staff involved in donor-related projects.

¢ Compliance Database:



o PY maintains a database of donor-specific reporting requirements, ensuring that
each project is aligned with the expectations of its respective donor. This
database is regularly updated to reflect new policies or changes to existing ones.

o Example: The compliance team updates the database with new reporting
requirements from a major international donor and communicates the changes
to relevant project teams.

e Training on Donor Compliance:

o Staff working on donor-funded projects receive targeted training on the specific
fraud reporting requirements of those donors. This training ensures that everyone
involved understands their roles in identifying, documenting, and reporting fraud.

o [Example: A training session is conducted for project managers and finance
officers on the reporting protocols of USAID and how to prepare reports that meet
their standards.

3. Timely Reporting and Coordination: Ensuring timely communication with donors is crucial for
maintaining trust and demonstrating PY's commitment to transparency. PY has established
procedures for prompt reporting that involve clear timelines and coordinated efforts across
departments.

e Internal Reporting Workflow:

o When a potential fraud incident is detected, PY follows a structured workflow that
begins with internal reporting to the Head of Internal Audit and relevant senior
management. Once the initial review is completed, the findings are compiled, and
a formal report is prepared for submission to the donor.

o Example: A discovery of misuse of funds in a project funded by the EU prompts
an immediate internal review, followed by the preparation of a report for
submission to the donor within the required timeline.

e Continuous Communication:

o PY maintains open communication channels with donors to provide updates on
ongoing investigations or corrective measures being implemented. This practice
demonstrates PY's commitment to addressing issues transparently and
proactively.

o Example: Regular emails or meetings with donor representatives ensure that they
are kept informed of the status of investigations and any interim actions taken by
PY.

REGULATORY BODY REPORTING

Compliance with local and international regulatory standards is a key element of PY's
commitment to transparency and ethical conduct. Meeting these standards reinforces PY's
reputation as a reliable and responsible organization capable of managing resources effectively
and ethically.

1. Understanding and Meeting Local Regulatory Standards: PY's operations are subject to the
laws and regulations of the countries in which it operates. This includes complying with local
anti-corruption laws, financial reporting requirements, and the mandates of regulatory bodies.

e Local Anti-Corruption Laws:

o PY ensures that all its operations adhere to local anti-corruption laws, including
those related to the reporting of suspected fraud. Compliance teams in each
region are tasked with staying informed about relevant regulations and updating
internal procedures as necessary.

o Example: In a country where PY operates and is subject to stringent anti-
corruption laws, the organization ensures that any fraud involving public officials
is reported to the appropriate national anti-corruption agency.

o Engagement with Local Regulatory Bodies:

o PY establishes relationships with local regulatory bodies to facilitate transparent
communication and compliance with reporting obligations. This includes
engaging with charity commissions, financial oversight bodies, and other relevant
authorities.

o Example: PY works with a regional charity commission to report a significant
fraud incident and provides detailed documentation as part of its compliance
effort.



2. International Regulatory Standards and Best Practices: In addition to local requirements, PY
aligns its practices with international standards for reporting fraud and corruption. This
alignment helps maintain donor trust and ensures that PY's operations are consistent with global
expectations.

o Adherence to International Anti-Corruption Treaties:

o PY's reporting practices align with international treaties such as the United
Nations Convention against Corruption (UNCAC). This involves submitting
reports and collaborating with international bodies when cases of fraud or
corruption involve cross-border elements.

o Example: PY coordinates with international regulatory authorities when
investigating a case that spans multiple jurisdictions to ensure comprehensive
reporting.

e Following OECD Guidelines:

o PY incorporates the Organisation for Economic Co-operation and Development
(OECD) guidelines into its reporting framework, particularly when projects involve
multinational partners or funding sources. This ensures that PY's reports meet
the highest standards of clarity and thoroughness.

o Example: PY's compliance team references the OECD's guidelines on reporting
fraudulent practices when preparing reports for international stakeholders.

3. Coordinating Reporting with Partners: For projects that involve multiple partners, PY
collaborates with these partners to ensure that reporting is coordinated and meets both donor
and regulatory requirements. This coordination prevents duplicated efforts and ensures
consistency in communication.

o Joint Reporting Protocols:

o PY establishes joint reporting protocols with partner organizations to streamline
the reporting process. These protocols define roles and responsibilities for
preparing and submitting reports to donors and regulatory bodies.

o Example: A partnership with another NGO includes an agreement on how potential
fraud cases will be reported to shared donors and relevant regulatory authorities.

¢ Partner Training and Compliance:

o PY provides training for partner organizations to ensure that they are aware of
and capable of meeting the reporting requirements. This helps maintain
consistency in how fraud incidents are reported and managed across all parties
involved in a project.

o Example: PY organizes a training session for partner NGOs on how to comply with
donor and regulatory reporting standards for fraud incidents.

REPORTING PROCEDURES AND DOCUMENTATION

PY's approach to donor and regulatory reporting includes meticulous documentation and
adherence to established procedures to ensure that all reports are comprehensive and compliant
with relevant standards.

1. Comprehensive Documentation: Reports prepared for donors and regulatory bodies must
include clear and comprehensive documentation that supports the findings of the investigation.
This documentation should detail the nature of the fraud, the individuals involved, the steps taken
during the investigation, and the corrective actions implemented.
e Key Components of Reports:
o Summary of Incident: A brief overview of the fraud, including the type and scale
of the incident.
o Investigation Details: An account of how the investigation was conducted,
including methodologies, evidence collected, and interviews held.
o Findings and Conclusions: A clear presentation of the investigation's conclusions,
highlighting the key findings and responsible parties.
o Corrective Measures: Steps taken by PY to address the issue, mitigate risks, and
prevent future occurrences.
o Example: A report to a donor may include an appendix with interview transcripts
and evidence of financial discrepancies uncovered during the investigation.



2. Timelines and Submission Protocols: PY adheres to strict timelines when preparing and
submitting reports to ensure that reporting obligations are met promptly.
e Timely Submissions:

o

PY's internal audit team coordinates with the compliance department to prepare
reports within the timeframes required by donors and regulatory bodies. This
often involves setting internal deadlines that allow for thorough review and
approval before submission.

Example: If a donor requires notification of suspected fraud within 30 days of
discovery, PY aims to complete its internal review and submit the report well
before the deadline.

o Approval and Review Process:

o

Reports are reviewed by PY's senior management and the Audit Committee before
submission. This review ensures that all documentation is accurate,
comprehensive, and meets the expectations of donors and regulatory bodies.
Example: A draft report prepared for submission to a regulatory body is reviewed
by the Head of Internal Audit and the CFO to ensure it aligns with PY's policies
and compliance requirements.

3. Follow-Up and Communication: After reports are submitted, PY maintains open lines of
communication with donors and regulatory bodies to address any follow-up questions or
additional information requests.

¢ Ongoing Dialogue:

o

o

PY's compliance team monitors communications and ensures timely responses
to any feedback or requests for clarification from donors or regulators. This
transparency reinforces PY's dedication to addressing fraud thoroughly and
maintaining strong relationships with all stakeholders.

Example: If a donor requests further details about the corrective measures taken
after a fraud incident, PY responds with a detailed follow-up report.

o Lessons Learned and Reporting Improvements:

o

PY views each report as an opportunity to improve its reporting process.
Feedback from donors and regulators is used to refine procedures and enhance
the clarity and thoroughness of future reports.

Example: Feedback indicating that a report lacked sufficient preventive measure
details leads to adjustments in future reporting templates to include more
comprehensive risk mitigation sections.

Compliance with donor and regulatory reporting requirements is a critical component of PY's
anti-fraud framework. By adhering to the specific expectations of major donors and meeting local
and international regulatory standards, PY demonstrates its commitment to transparency,
accountability, and ethical governance. Through comprehensive documentation, timely reporting,
and continuous improvement, PY ensures that its practices align with global best practices and
foster trust among stakeholders.

This proactive approach to reporting, combined with regular training, internal reviews, and
collaboration with partners, reinforces PY's position as a trustworthy and responsible
organization. By maintaining clear communication and robust reporting mechanisms, PY
upholds its mission and reputation while protecting its operations from the risks associated with
fraud and corruption.



10. REVIEW AND UPDATES

POLICY REVIEW CYCLE

Maintaining the relevance and effectiveness of PY's Anti-Fraud Policy requires a systematic
approach to review and updates. Regular reviews ensure that the policy evolves alongside
internal organizational changes and external developments in anti-fraud best practices,
international regulations, and local laws. This section outlines PY's structured policy review cycle
and the processes for updating the policy to remain current and effective.

1. Scheduled Regular Reviews by the Audit and Risk Committee: The Audit and Risk Committee
plays a crucial role in overseeing the review and update process of PY's Anti-Fraud Policy.
Regularly scheduled reviews help ensure that the policy continues to meet the organization's
needs and complies with both international and local requirements.

Review Frequency:

o

PY's Anti-Fraud Policy is reviewed at least once every three years to evaluate its
effectiveness and alignment with the latest anti-fraud strategies, technologies,
and regulations. In addition to the triennial reviews, the policy may also be
reviewed following significant fraud incidents or substantial changes in the
regulatory environment.

Example: If new international anti-corruption standards are introduced or local
laws are amended, PY may conduct an interim review to incorporate these
changes into the policy.

Audit and Risk Committee's Role:

o

The Audit and Risk Committee is responsible for leading the review process. This
includes planning the review, assigning tasks to relevant stakeholders, and
consolidating findings into a comprehensive report. The committee's oversight
ensures that the review is thorough, unbiased, and effective.

Example: The committee collaborates with the internal audit team, legal
department, and external consultants if necessary, to assess the policy's
compliance with current best practices and legal obligations.

Stakeholder Involvement:

o

Reviews are conducted with input from a range of stakeholders, including senior
management, compliance officers, and representatives from high-risk
departments (e.g., finance and procurement). Engaging these stakeholders
ensures that the policy is assessed from multiple perspectives and that potential
gaps are identified.

Example: During a policy review, the finance department may highlight areas
where the anti-fraud controls need additional strengthening based on recent
trends or experiences.

2. Comprehensive Policy Update Process: Updating the Anti-Fraud Policy is as essential as
reviewing it. The process involves analyzing the findings of the review, identifying necessary
changes, and implementing updates to improve the policy's scope and application.

Policy Change Proposals:

o

Recommendations for changes to the policy are compiled into a draft proposal by
the Audit and Risk Committee. These proposals are based on findings from the
review process and may include amendments to address newly identified risks,
technological advancements, or shifts in regulatory requirements.

Example: If a review reveals that cyber fraud has become a greater risk to the
organization, the policy update may include new procedures for digital fraud
prevention and detection.

Approval and Implementation:

o

Once the proposed changes are documented, the updated policy is presented to
PY's Board of Directors for approval. Upon receiving approval, the policy is
distributed across the organization, and relevant training sessions are updated to
reflect the changes.

Example: Following the approval of new clauses on digital fraud prevention,
training materials and workshops are revised to educate employees on these new
provisions.

Communication Strategy:



o PY ensures that all employees, contractors, and partners are informed about
policy updates. This is done through a formal communication strategy that
includes internal memos, training sessions, and updates to the organization's
intranet or compliance portals.

o Example: An internal newsletter is distributed to all staff detailing the major
changes in the updated anti-fraud policy and explaining their importance.

3. Monitoring and Feedback: Ongoing monitoring helps PY ensure that the updated policy is
implemented effectively. Feedback from employees and stakeholders is vital to identifying areas
for further improvement and adaptation.

o Feedback Mechanisms:

o PY establishes channels for employees to provide feedback on the policy's
application. This feedback can be collected through surveys, suggestion boxes,
or direct communication with the compliance team.

o Example: A survey is sent to employees following the rollout of an updated policy
to assess their understanding and gather feedback on any challenges they face
in implementing the new guidelines.

¢ Monitoring Compliance:

o The compliance team is responsible for tracking adherence to the policy and
ensuring that any new measures introduced are being followed. This monitoring
may include spot checks, audits, and interviews with employees to gauge
compliance levels.

o Example: Periodic compliance reviews are conducted to confirm that new anti-
fraud procedures, such as enhanced reporting mechanisms, are being utilized as
intended.

CONTINUOUS IMPROVEMENT

PY understands that maintaining an effective Anti-Fraud Policy is an ongoing process that
involves learning from experiences and integrating those lessons to strengthen anti-fraud
strategies. Continuous improvement is essential to ensure that PY's policy remains resilient and
adaptive in the face of changing fraud risks and regulatory landscapes.

1. Incorporating Lessons Learned from Investigations: Investigations into fraud incidents provide
valuable insights into the effectiveness of current anti-fraud measures and highlight areas that
may need improvement. PY leverages these lessons to make data-driven adjustments to the
policy.

e Case Analysis and Review:

o Each investigation is followed by an in-depth analysis of the findings, which
includes identifying how the fraud occurred, what vulnerabilities were exploited,
and what steps can be taken to prevent similar incidents in the future.

o Example: After an investigation uncovers weaknesses in vendor selection
processes, PY updates its procurement procedures and reinforces anti-fraud
training specific to procurement staff.

¢ Post-Investigation Reporting:

o A post-incident report is prepared, detailing the lessons learned and
recommending policy changes. This report is shared with senior management
and relevant departments to ensure that improvements are implemented
organization-wide.

o Example: The report may recommend stricter background checks for new
suppliers and additional layers of approval for high-value contracts.

2. Enhancing Anti-Fraud Strategies with Emerging Trends: PY stays informed about emerging
fraud trends and evolving anti-fraud technologies. Continuous education and external
collaborations enable PY to enhance its anti-fraud strategies proactively.

¢ Participation in Industry Forums and Training:

o PY encourages participation in industry conferences, seminars, and training
sessions focused on the latest fraud prevention techniques and regulatory
updates. This participation helps keep the policy aligned with global best
practices.



o Example: PY's compliance team attends an international anti-fraud conference to
learn about advanced data analytics tools for fraud detection and subsequently
recommends incorporating these tools into PY's operations.

o Engagement with External Experts:

o PY may collaborate with external experts, such as forensic auditors or legal
advisors, to ensure that the policy incorporates the latest fraud prevention
practices and meets the highest standards of compliance.

o Example: PY partners with a forensic audit firm to review its internal controls and
recommend enhancements that align with international anti-corruption
guidelines.

3. Adapting to Changes in Regulations and Best Practices: Compliance with new or revised
international and local regulations is critical for PY's credibility and continued operation. The
organization commits to adapting its Anti-Fraud Policy whenever significant regulatory changes
occur.

o Staying Updated with Regulatory Changes:

o PY's legal and compliance teams monitor updates to relevant international
treaties, such as the UN Convention against Corruption (UNCAC) and local anti-
fraud laws, to ensure the policy remains compliant.

o Example: A new regulation in a country where PY operates mandates stricter
whistleblower protections. PY updates its policy to include enhanced
whistleblower rights and reporting mechanisms.

e Incorporating Industry Benchmarks:

o PY reviews and integrates industry benchmarks, such as the International
Standards for the Professional Practice of Internal Auditing and the ISO 37001
Anti-Bribery Management Systems. Adhering to these standards helps PY align
with best practices in fraud prevention.

o Example: PY incorporates new procedures for anti-bribery training after an
industry-wide review identifies it as an essential preventive measure.

IMPLEMENTATION OF UPDATES

Ensuring that updates to the Anti-Fraud Policy are effectively implemented is crucial for
sustaining a culture of integrity and vigilance. PY's structured implementation process includes
clear guidelines and training for employees and partners.

1. Training and Education on Policy Updates: Training employees and partners on policy changes
is a key component of the implementation process. PY provides targeted training to ensure that
all stakeholders understand the new measures and their responsibilities.

e Training Programs:

o PY conducts both in-person and virtual training sessions to inform staff about
updates to the policy. This training includes practical examples and case studies
to illustrate the importance of the changes.

o Example: After adding new cyber fraud prevention measures, PY holds a training
session for IT staff and project managers to explain how to implement the
updated protocols.

e Partner Workshops:

o PY extends training on policy updates to its partners and contractors, ensuring
that they are aware of and comply with the new anti-fraud measures. This
collaborative approach reinforces consistency and adherence across all levels of
PY's operations.

o Example: PY organizes a workshop for partner organizations on the revised
reporting and whistleblower protection provisions.

2. Communication Strategy for Policy Updates: Clear communication about policy updates helps
maintain transparency and ensures that all stakeholders are aware of the changes and their
implications.
e Internal Memos and Announcements:
o PY issues internal memos and announcements to inform employees about the
updated policy. These communications highlight key changes and outline the
rationale behind the updates.



o Example: An email announcement is sent to all staff summarizing the new fraud
detection tools included in the updated policy and where to find training
resources.

e Updated Policy Documentation:

o The updated Anti-Fraud Policy is published on PY's intranet and shared with
employees and partners. This ensures that everyone has easy access to the most
current version of the policy.

o Example: The compliance department uploads the updated policy to a secure
online platform, making it accessible to all employees, contractors, and partners.

3. Monitoring and Reporting on Implementation: PY ensures that the updated policy is effectively
implemented through regular monitoring and reporting.
e Implementation Audits:

o The internal audit team conducts implementation audits to verify that updated
anti-fraud measures are being followed. This includes reviewing documentation,
observing processes, and interviewing employees.

o Example: An audit checks that the new multi-step approval process for high-value
transactions is being applied as outlined in the policy.

o Compliance Reporting:

o Regular compliance reports are prepared and presented to the Audit and Risk
Committee to track the progress of policy implementation and identify any areas
that require further attention.

o Example: A report detailing the success of recent policy changes and employee
adherence is presented during the quarterly meeting of the Audit and Risk
Committee.

4. Continuous Feedback and Adjustment: The implementation process includes gathering
feedback from employees and partners to ensure that the policy updates are practical and
effective.

e Feedback Loops:

o PY encourages employees to provide feedback on the implementation process
and share any challenges they face. This feedback helps refine the policy and
ensures it remains relevant and user-friendly.

o Example: A survey is sent to employees six months after policy updates are
implemented to assess their understanding and effectiveness in day-to-day
operations.

e Adjustment and Flexibility:

o Based on feedback and monitoring results, PY remains flexible and willing to
make adjustments to the policy or its implementation approach as needed. This
adaptive strategy ensures that the Anti-Fraud Policy remains robust and
responsive.

o Example: If feedback indicates that certain reporting procedures are cumbersome,
PY may streamline those processes while maintaining compliance with
regulatory standards.

The review and update process of PY's Anti-Fraud Policy is essential to maintaining its
effectiveness, relevance, and alignment with international and local laws. Through regular
reviews led by the Audit and Risk Committee, incorporation of lessons learned, and continuous
improvement, PY ensures that its anti-fraud strategy remains strong and responsive to changing
risks. The comprehensive implementation of policy updates, supported by training, clear
communication, and continuous feedback, helps sustain an organization-wide commitment to
integrity and fraud prevention.

By fostering a proactive approach to policy updates, PY reinforces its dedication to ethical
conduct and transparency, ensuring that the organization continues to meet the highest
standards of anti-fraud practices and compliance. This ongoing commitment strengthens PY's
resilience, enhances trust among stakeholders, and supports the organization's mission and
long-term success.



11. APPLICATION TO PARTNER
ORGANIZATIONS AND CONSULTANTS

CONTRACTUAL OBLIGATIONS

Partner organizations and consultants play a vital role in PY's ability to achieve its mission. These
partnerships can involve significant responsibilities, from executing project components to
providing specialized expertise. To uphold its commitment to integrity and prevent fraud, PY
requires all partners and consultants to adhere strictly to the organization's anti-fraud standards.
This section outlines the contractual obligations imposed on partners and consultants to ensure
compliance with PY's anti-fraud policy.

1. Mandatory Commitment to PY's Anti-Fraud Standards: PY's anti-fraud policy extends to all
partner organizations and consultants through contractual obligations that bind them to the
same high standards of ethics and transparency. Each contract or agreement entered into by PY
includes specific clauses that require partners to commit to these standards as a condition of
collaboration.

e Inclusion of Anti-Fraud Clauses:

o Contracts with partners and consultants must include explicit anti-fraud clauses
that outline their responsibilities in preventing, detecting, and reporting any
suspected fraud. These clauses ensure that all parties are aware of PY's zero-
tolerance approach to fraud and their role in maintaining integrity within joint
projects.

o Example: A service agreement with a consultant includes a clause stating that any
knowledge or suspicion of fraud must be reported immediately to PY's
compliance team.

o Alignment with PY's Anti-Fraud Policy:

o Partner organizations and consultants must demonstrate that their internal
practices align with PY's anti-fraud policy. This alignment can include adopting
similar policies, participating in PY's training programs, or implementing internal
controls that match PY's standards.

o Example: An NGO partnering with PY for a field project is required to submit proof
of its internal anti-fraud measures as part of the contract negotiation process.

e Pre-Award Due Diligence:

o Before entering into agreements, PY conducts due diligence on potential partners
and consultants to assess their capacity to comply with anti-fraud standards.
This includes reviewing their financial records, compliance history, and references
from past collaborations.

o Example: PY conducts a background check on a consulting firm that is being
considered for a project, ensuring that the firm has a history of compliance and
ethical practices.

2. Ongoing Compliance Monitoring: PY does not limit its oversight to the pre-contract phase.
Instead, it maintains ongoing monitoring throughout the duration of the partnership or
consultancy. This ensures that partners and consultants continue to comply with anti-fraud
measures during the entire period of their engagement.

e Regular Compliance Reviews:

o PY schedules periodic compliance reviews with partners and consultants. These
reviews can include financial audits, operational assessments, and site visits to
verify adherence to the anti-fraud standards outlined in their contracts.

o Example: A quarterly review of a project partner's financial reports is conducted
to ensure that funds are being used appropriately and in line with the contract's
terms.

e Reporting and Documentation Requirements:

o Contracts specify the types of reports that partners must submit to PY, such as
financial statements and project updates. These documents are reviewed to
detect any discrepancies or red flags that might indicate potential fraud.

o Example: A partner organization submits monthly expense reports, which are
cross-referenced with the project's approved budget to ensure alignment.



COOPERATION CLAUSE

Cooperation in investigations is a fundamental aspect of PY's strategy for ensuring
accountability and transparency in all operations. To facilitate effective investigations, PY
includes a cooperation clause in its agreements with partners and consultants. This clause
mandates that partners fully collaborate in any investigation related to PY's operations.

1. Obligation to Cooperate in Investigations: The cooperation clause requires partners and
consultants to assist PY's internal audit team and any external investigators in cases of
suspected fraud. This obligation ensures that investigations can proceed efficiently and with
access to all necessary information.

e Access to Records and Personnel:

o Partners and consultants must grant access to relevant records, documents, and
personnel as part of their contractual obligations. This access enables the
investigation team to gather accurate information and draw conclusions based
on comprehensive data.

o [Example: If an investigation into financial discrepancies is initiated, a partner
organization must provide transaction records and make key staff available for
interviews.

¢ Prompt Response to Requests:

o Partners are required to respond promptly to any requests for information or
cooperation during investigations. Delays or non-compliance can impede the
investigative process and potentially exacerbate the situation.

o Example: A consulting firm working on a project must supply requested financial
data within the timeframe stipulated by PY's audit team to ensure that the
investigation proceeds without unnecessary delays.

2. Transparency and Confidentiality: While cooperation is essential, it must be balanced with the
principles of transparency and confidentiality. PY ensures that partners and consultants
understand how their cooperation will be handled and what measures are in place to protect
sensitive information.

¢ Confidential Handling of Investigation Information:

o PY commits to treating all information shared during an investigation
confidentially. Contracts include provisions that outline how investigation-related
data will be managed to protect the integrity of the process and the privacy of
involved parties.

o Example: A clause in the contract specifies that any documentation or testimony
provided during an investigation will be used solely for the purpose of the inquiry
and will remain confidential.

e Non-Retaliation Assurances:

o PY extends its non-retaliation policy to partners and their employees who
cooperate in investigations. This ensures that individuals can contribute
information without fear of reprisal from their employer or colleagues.

o Example: An employee of a partner organization who provides testimony in an
investigation is protected under the contract’s non-retaliation clause.

3. Consequences for Non-Compliance: Failure to comply with the cooperation clause can result
in significant consequences, as outlined in PY's contractual terms. These measures reinforce the
importance of collaboration in safeguarding PY's operations against fraud and corruption.

e Termination of Contract:

o PYreserves the right to terminate contracts with partners or consultants who fail
to cooperate in an investigation. This measure is enforced to protect the
organization's integrity and uphold its anti-fraud standards.

o Example: A partner that refuses to provide documentation related to a suspected
fraud incident may have its contract terminated and face additional penalties as
outlined in the agreement.

o Financial Penalties and Legal Action:

o Depending on the severity of the non-compliance, PY may impose financial
penalties or pursue legal action. This clause ensures that partners understand the
seriousness of adhering to the cooperation requirements.



o Example: A consulting firm that deliberately withholds evidence during an
investigation may be subject to fines or legal proceedings initiated by PY.

4. Integration with Partner Policies: To ensure seamless cooperation, PY encourages partners to
integrate similar cooperation clauses and anti-fraud measures into their own policies. This
alignment promotes a unified approach to fraud prevention and investigation across all parties
involved in PY's projects.

e Harmonizing Policies:

o PY works with partners to align their internal policies with PY's anti-fraud
standards. This collaboration helps establish consistency in how investigations
are handled and strengthens the overall anti-fraud framework.

o [Example: A partner organization revises its internal compliance policy to include
clauses that reflect PY's requirements for cooperation and transparency during
investigations.

e Training and Capacity Building:

o PY offers training and capacity-building programs to help partners understand
the importance of these clauses and how to implement them effectively. This
training reinforces the shared commitment to maintaining integrity and
accountability in joint operations.

o Example: PY conducts workshops for partner organizations, focusing on best
practices for cooperating with investigations and upholding anti-fraud standards.

PARTNER ENGAGEMENT AND RELATIONSHIP MANAGEMENT

PY recognizes that fostering strong partnerships built on mutual respect and shared values is
essential for achieving successful outcomes. The organization's approach to managing
relationships with partners and consultants includes regular communication, joint training
initiatives, and mutual support in maintaining anti-fraud standards.

1. Regular Communication and Collaboration: Ongoing communication with partners helps
reinforce PY's anti-fraud expectations and promotes a culture of transparency and ethical
conduct. PY ensures that its partners are aware of their responsibilities and equipped to fulfill
them.

e Scheduled Check-Ins:

o PY holds regular check-in meetings with partners to discuss project progress,
compliance with anti-fraud measures, and any challenges they may face. These
discussions provide an opportunity to reinforce the importance of adhering to the
cooperation and anti-fraud clauses in their contracts.

o Example: Monthly meetings with partner project leads include a review of
compliance status and any incidents that may require investigation or reporting.

e Collaborative Problem-Solving:

o PY encourages partners to report potential risks or issues proactively. This
collaborative approach helps address concerns before they escalate and ensures
that all parties work together to maintain compliance.

o Example: A partner organization reports a potential conflict of interest in its
procurement process, prompting a joint review and resolution with PY's
compliance team.

2. Joint Training and Workshops: Training programs that include both PY staff and partner
representatives foster a shared understanding of anti-fraud practices and expectations. These
joint efforts help ensure that everyone involved in a project is aligned in their approach to
preventing and addressing fraud.

e Training Modules for Partners:

o PY provides partners with training modules tailored to their roles and
responsibilities. These sessions cover topics such as recognizing fraud
indicators, reporting protocols, and cooperating in investigations.

o Example: A training session for a partner NGO focuses on detecting and
preventing procurement fraud and the process for reporting suspicious activity.

o Workshops on Reporting and Investigation Procedures:



PY hosts workshops to explain how partners should report suspected fraud and
what to expect during an investigation. This transparency helps build trust and
encourages full cooperation.

Example: A workshop on investigation procedures includes an overview of how
interviews are conducted, what documentation is required, and the importance of
maintaining confidentiality.

3. Mutual Support in Maintaining Anti-Fraud Standards: PY believes in building partnerships
based on shared values and mutual support. By working collaboratively, PY and its partners can
strengthen their collective efforts to prevent fraud and uphold ethical practices.

o Shared Resources and Best Practices:

o

PY shares resources, such as fraud prevention checklists and reporting
templates, with partners to help them implement robust anti-fraud measures.
This support ensures that partners have the tools they need to comply with their
contractual obligations.

Example: PY provides a partner organization with a detailed fraud risk
assessment template to help them identify potential vulnerabilities in their
operations.

e Access to PY's Compliance Team:

@)

Partners and consultants have access to PY's compliance team for guidance and
support. This access helps resolve questions or issues related to anti-fraud
measures and ensures that partners are confident in their ability to meet their
obligations.

Example: A partner organization reaches out to PY's compliance team for advice
on how to handle a report of suspected fraud within their team.

CONTINUOUS IMPROVEMENT AND FEEDBACK

PY recognizes that policies must evolve based on experiences and feedback. The organization
incorporates lessons learned from interactions with partners and consultants to refine its
approach to anti-fraud measures and cooperation requirements.

1. Partner Feedback on Policy Implementation: Feedback from partners and consultants is
essential for understanding how anti-fraud measures and cooperation clauses are applied in
practice. PY seeks regular feedback to identify challenges and opportunities for improvement.

e Feedback Channels:

@)

@)

PY establishes feedback channels, such as surveys and partner meetings, to
collect input on how anti-fraud policies and contractual obligations are working.
This feedback is used to make adjustments that improve clarity and
effectiveness.

Example: A survey sent to partner organizations asks for their input on the
cooperation clause and any challenges they have faced during investigations.

¢ Incorporating Feedback into Policy Updates:

o

Feedback from partners is reviewed by PY's compliance team and Audit and Risk
Committee and is incorporated into policy updates as needed. This collaborative
approach helps ensure that policies remain practical and effective for all involved
parties.

Example: If partners indicate that certain reporting requirements are difficult to
meet, PY may revise the policy to streamline the process while maintaining
compliance.

2. Lessons Learned from Investigations: PY uses the findings and experiences from
investigations involving partners to strengthen future anti-fraud measures and contractual

obligations.

e Case Reviews:

o

PY conducts reviews of completed investigations to identify lessons learned and
determine how similar cases can be prevented or handled more effectively in the
future.

Example: After an investigation reveals communication gaps during a joint
inquiry, PY updates the cooperation clause to include clearer guidelines on
information sharing.



e Policy Adjustments and Best Practices:

o Based oninsights gained from investigations and partner feedback, PY refines its
anti-fraud policy and updates contracts to include best practices. These updates
help ensure that future collaborations are protected against fraud risks.

o Example: A new best practice for enhanced whistleblower protection is included
in contracts with partner organizations after a review shows it could improve
reporting and cooperation.

Ensuring that partner organizations and consultants adhere to PY's anti-fraud standards is vital
for the integrity and success of the organization's operations. Through comprehensive
contractual obligations, robust cooperation clauses, regular training, and open communication,
PY fosters partnerships that align with its commitment to transparency and ethical conduct. By
working together and incorporating feedback, PY and its partners can continuously strengthen
their anti-fraud measures and maintain trust among all stakeholders.

This collaborative and proactive approach not only protects PY's operations from fraud but also
enhances the overall effectiveness of the organization's mission. By embedding anti-fraud
standards into partnerships and promoting a culture of cooperation and integrity, PY reinforces
its position as a leader in ethical and responsible project management.



12. IMPLEMENTATION AND EFFECTIVE
DATE

POLICY APPROVAL AND ROLL-OUT

The successful implementation of PY's Anti-Fraud Policy depends on a structured approval
process and an effective roll-out strategy. This section outlines how the policy is approved, the
steps taken to prepare for its implementation, and the process by which it is disseminated across
the organization and to all relevant stakeholders.

1. Policy Approval Process: The policy approval process ensures that the Anti-Fraud Policy is
reviewed and sanctioned at the highest levels of PY's governance structure. This validation
underscores the importance of the policy and ensures that it aligns with the organization's
strategic goals and compliance obligations.

o Approval by the Board of Directors:

o The final draft of the Anti-Fraud Policy is presented to PY's Board of Directors for
review and approval. This step is crucial as it formalizes the policy, making it an
official document that reflects PY's commitment to ethical conduct and
transparency.

o Example: The Board reviews the policy in a scheduled meeting where the Audit
and Risk Committee provides an overview of the policy's key components and the
rationale for its adoption.

o Engagement of Senior Management:

o Prior to Board approval, senior management, including department heads and the
internal audit team, are consulted to ensure the policy's feasibility and
practicality. This collaborative approach fosters buy-in at all organizational
levels.

o Example: The Chief Financial Officer (CFO) and the Head of Compliance provide
input to ensure that the policy aligns with PY's financial and operational controls.

o Approval Timeline:

o The approval process is designed to be thorough but efficient, with a target
timeline for Board approval set within 30 days of the policy's submission. This
ensures that the policy can be rolled out without unnecessary delays.

o Example: Once approved by the Board, the policy becomes effective immediately
or on a specified date set by the Board, which allows for final preparations for its
implementation.

2. Roll-Out Strategy: The roll-out of the Anti-Fraud Policy is a strategic effort that includes a
phased approach to ensure smooth implementation and comprehensive understanding across
the organization.

o Initial Roll-Out Plan:

o PY develops an initial roll-out plan that details how the policy will be introduced
to different departments, partners, and external stakeholders. This plan includes
a timeline, key activities, and responsible parties for executing the roll-out.

o Example: The roll-out plan may start with a launch event for senior management,
followed by department-specific sessions for staff training and awareness.

e Pilot Implementation:

o A pilot implementation phase may be conducted with select departments or
projects to gather feedback and identify any issues that need to be addressed
before full-scale implementation. This step ensures that the policy is practical
and effective in a real-world context.

o Example: The internal audit team conducts a pilot run in the finance department
to test new reporting protocols and gather feedback for adjustments.

¢ Full Implementation:

o After the pilot phase, the policy is implemented organization-wide. This includes
updating manuals, internal processes, and workflows to reflect the new anti-fraud
measures and procedures outlined in the policy.



o Example: The human resources department updates employee handbooks to
include references to the Anti-Fraud Policy, and training materials are revised
accordingly.

COMMUNICATION STRATEGY

A comprehensive communication strategy is critical to ensure that all stakeholders, including
employees, partners, and donors, are aware of the Anti-Fraud Policy, understand its implications,
and know how to apply it in their roles. PY's communication strategy is designed to maximize
engagement and foster a culture of transparency and compliance.

1. Internal Communication to Employees: Internal communication focuses on ensuring that all
employees are informed about the new policy, understand its importance, and are aware of their
roles in upholding its standards.

e Announcement of the Policy:

o The policy is formally announced through an internal memo from PY's CEO or
senior leadership. This announcement highlights the policy's approval, its key
points, and the importance of adherence.

o Example: An internal email from the CEO is sent to all staff, emphasizing PY's
commitment to integrity and the role of the Anti-Fraud Policy in achieving this
goal.

e Employee Training Sessions:

o PY conducts mandatory training sessions for all employees to familiarize them
with the policy's content, procedures, and their responsibilities. These sessions
include an overview of fraud indicators, reporting mechanisms, and the
consequences of non-compliance.

o [Example: Interactive workshops are organized to walk employees through
practical scenarios that illustrate the policy's application.

o Departmental Briefings:

o Each department receives tailored briefings that explain how the policy affects
their specific operations and what new procedures or controls are being
introduced.

o Example: The procurement team is briefed on updated vendor due diligence
processes and anti-fraud clauses in supplier contracts.

2. Communication to External Stakeholders: Communicating the Anti-Fraud Policy to external
stakeholders, such as partners, donors, and regulatory bodies, helps reinforce PY's commitment
to ethical practices and builds trust.

o Partner Notifications:

o PY informs all partner organizations and consultants of the updated policy
through official communications, such as letters or emails, accompanied by a
summary of key points and any new compliance requirements.

o Example: A letter is sent to partner NGOs detailing their obligations under the
updated policy, including cooperation in investigations and adherence to anti-
fraud clauses.

o Donor Engagement:

o PY's compliance team ensures that donors are notified about the policy's
adoption, which may include formal presentations or written updates during
regular donor meetings. This communication highlights PY's proactive measures
to prevent fraud and maintain transparency.

o Example: PY presents the new policy during a donor briefing, emphasizing the
organization's commitment to meeting international anti-fraud standards and
safeguarding donor funds.

e Regulatory Bodies:

o Where applicable, PY informs relevant regulatory authorities of the updated policy
to demonstrate compliance with local and international legal obligations.

o Example: A report is submitted to a local charity commission detailing PY's
updated anti-fraud policy and outlining the steps taken to align with regulatory
expectations.



3. Ongoing Communication and Reinforcement: To ensure the policy remains top-of-mind and is
effectively integrated into PY's culture, continuous communication and reinforcement strategies
are implemented.

e Periodic Reminders:

o PY sends periodic reminders to employees and partners through newsletters,
emails, and intranet posts that reiterate the importance of the policy and provide
updates on any related initiatives.

o Example: A quarterly compliance bulletin includes a section on fraud prevention
tips and reminders about the reporting channels available to staff and partners.

o Leadership Engagement:

o PY's leadership regularly emphasizes the importance of the Anti-Fraud Policy
during town hall meetings, staff briefings, and annual reviews. This leadership
engagement helps foster a culture of accountability and integrity.

o Example: During an annual meeting, the CEO discusses the impact of the policy
on PY's operations and shares success stories of how it has helped prevent or
detect fraud.

e Visual Reminders:

o Visual materials, such as posters and infographics, are placed in high-traffic
areas within PY's offices to remind employees of key aspects of the policy,
including how to recognize and report fraud.

o Example: An infographic outlining the steps to report suspected fraud is posted in
common areas and shared digitally on the company intranet.

4. Accessibility and Transparency: Ensuring that the policy is easily accessible to all stakeholders
is essential for compliance and engagement. PY implements several strategies to make the
policy and related resources available to those who need them.

e Publication on Intranet:

o The full text of the Anti-Fraud Policy, along with related resources, is published on
PY's intranet, making it easily accessible to employees and partners.

o Example: Employees can log into the intranet to access the policy, FAQs, and
training videos that explain various aspects of fraud prevention and reporting.

o Translation and Localization:

o Tosupport PY's global operations, the policy is translated into multiple languages
as needed and localized to reflect the legal and cultural contexts of different
regions.

o Example: In countries where PY operates non-English-speaking offices, the policy
is translated into the local language to ensure that all staff fully understand their
responsibilities.

o Contact Points for Questions:

o PY designates specific contact points, such as compliance officers or department
heads, who can answer questions and provide clarification regarding the policy.

o Example: Employees are informed that they can reach out to the Head of Internal
Audit or their immediate supervisor if they have any questions about the policy or
need further guidance.

FEEDBACK AND CONTINUOUS IMPROVEMENT

The implementation of the Anti-Fraud Policy is not static; it requires continuous feedback and
adaptation to ensure it remains effective and relevant.

1. Soliciting Feedback from Stakeholders: PY actively seeks feedback from employees, partners,
and other stakeholders on the policy's implementation to identify areas for improvement and
ensure its practicality.

o Feedback Surveys:

o Surveys are distributed periodically to collect feedback on the policy's clarity,
ease of application, and any challenges stakeholders face in complying with it.

o Example: Six months after implementation, a survey is sent to employees and
partners asking for their opinions on how the policy has impacted their roles and
any suggestions for refinement.

e Open Feedback Sessions:



o PY hosts open sessions where stakeholders can share their experiences with the
policy implementation and discuss any areas of concern. These sessions
promote an open dialogue and foster a sense of collective ownership.

o Example: A roundtable discussion is held with partner organizations to discuss
any difficulties encountered with the new compliance requirements and how PY
can support them.

2. Incorporating Feedback into Policy Updates: Feedback collected is reviewed by PY's
compliance team and the Audit and Risk Committee. If necessary, the policy is revised to reflect
suggestions and lessons learned from practical application.

¢ Responsive Updates:

o Policy revisions based on stakeholder feedback are communicated promptly,
ensuring that everyone is aware of the changes and why they were made.

o Example: After receiving feedback that reporting procedures were too complex,
PY simplifies the reporting forms and updates the policy accordingly.

e Ongoing Policy Review Cycle:

o Regular reviews of the policy are conducted as part of PY's continuous
improvement cycle, as detailed in the Review and Updates section. This ensures
that the policy evolves to meet changing needs and regulatory requirements.

o Example: An annual review is conducted to assess the policy's effectiveness,
incorporating feedback from employees, partners, and compliance audits.

3. Reinforcement and Adaptation: PY's leadership reinforces the policy through consistent

communication and adaptation strategies. These strategies ensure that stakeholders

understand that the Anti-Fraud Policy is a living document that evolves to meet new challenges.
e Continued Training and Development:

o Regqular training sessions are updated to include any changes in the policy and to
reinforce understanding. PY also provides refresher courses to keep the policy
fresh in the minds of employees and partners.

o Example: A yearly refresher course includes a summary of policy updates, new
fraud prevention techniques, and case studies highlighting successful
implementation.

o Adaptation to Emerging Trends:

o PY remains proactive by monitoring new fraud trends and regulatory updates,
ensuring that any necessary adaptations are made to keep the policy effective.

o Example: The policy is updated to include measures for preventing cyber fraud as
digital threats evolve.

The successful implementation of PY's Anti-Fraud Policy requires a comprehensive approach
that begins with Board approval and extends to effective communication, training, and
continuous feedback. By ensuring that the policy is clearly communicated, accessible, and
reinforced through ongoing engagement, PY fosters a culture of integrity and compliance. This
approach not only protects the organization from fraud but also strengthens trust among
employees, partners, and stakeholders.

Through a well-structured implementation process, PY demonstrates its commitment to ethical
practices and transparency, laying the foundation for sustainable growth and resilience against
fraudulent activities. By making the policy a living document that evolves with input from all
stakeholders, PY ensures that it remains relevant, practical, and aligned with the highest
standards of ethical conduct.



